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What is the Email Problem?

* Do you receive unsolicited ol
emails into your INBOX from GM pm I I
AOL. jody

some senders? by Google

* Does some email from
legitimate senders get
erroneously routed into your
JUNK or SPAM folder?

* When surfing the internet, do
you sometimes view a website
and then start getting
unsolicited email from them?
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Some Email Terms

* Email client = A program that * (Internet) Domain = the
manages your email recognized internet name of

(Thunderbird, AOL Mail APP, . )
Google Mail APP, Apple Mail the email and/or website. The

APP, etc.) domain when viewing an
e Email Host = an email service email address is the text after

provider such as Cox, iCloud, the @ symbol including the .

AOL, Microsoft (Hotmail, Live, suffix
MSN, etc.), Yahoo, Google, ©® E

Verizon, etc.

* Webmail = Accessing your
email account through an
Internet Browser (e.g. AOL.com,
Outlook.com, mail.google.com,
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SPAM/JUNK management — Whitelisting &
Blocking

* More often than not, email screening as
to its legitimacy is done at the email
hosting server.

* Algorithms perform this classification.
Some hosts provide users control over
the level of aggressiveness of this
filtering process.

* Most have some form of whitelisting
legitimate email senders% and blocking
suspicious email senders). The

Inbound email address is compared to
these lists and then route them to the
appropriate email folder in your
account.

* |f the inbound email address is new, the
algorithms make an educated guess as
to whether the message is legitimate or
suspicious. They are imperfect!
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SPAM/JUNK management — Whitelisting &
Blocking

* You can modify how your email
account with a specific host
handles or routes incoming
emails.

* Emails from senders you definitely
want to go into your Inbox can be

whitelisted. == :>
* Whitelisting instructs your email

host to route mail from that sender
into your Inbox. EMAIL

* Emails from senders you definitely HOST
DO NOT want to go into your Inbox
can be blocked.

* Blocking instructs your email host
to route mail from that sender into
your Junk or Spam folder.

Inbound
EMAIL

)
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SPAM/JUNK management
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EMAIL
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HOW to Whitelist & Block Email - Gmail

1. Openyour GMAIL
using an internet
browser.

2. Click the Settings
button (in the top-

right corner of the Settipzg
S C re e n )’ th e n Se I e Ct General Labels Inbox AccountsandImport Filters and Blocked Addresses Forwarding and POP/IMAP  Add-ons

IIS etti n gS” fro m th e :;’j:ed Chat and I'\.Ileet Advanced . Offline. The-mes -
r.e S u It I n g d ro p _ d O W n . The following filters are applied to all incoming mail:

m e n u Sent Select: All, None
' N

Drafts

— Gmail Q Search mail

Create a new filter  Import filters

3. NaVI ate to the tab " M The following email addresses are blocked. ges from these add will appear in Spam:
Meet

labeled “Filters and . T —
Blocked Addresses” -

to access information |

about your existing o

filters.

4. Select “Create a new
filter” and enter the
emails or domains
you want to whitelist.

Terms - Privacy - Program Policies

f 0GB of 15GB used [4

https://mail.google.com/mail/u/0/?tab=km#settings
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HOW to Whitelist & Block Email - Gmail

= Gmail Q  search mail

G -
+ Compose

General Labels Inbox AccountsandImport Filters and Blocked Addresses Forwarding and POP/IMAP Add-ons

Inbox .
Chat and Meet Advanced Offline Themes

Starred

The following filters are applied to all incoming mail:
Snoozed

Select: All, None
Sent

D Create a new filter Import filters
More
The following email addresses are blocked. Messages from these addresses will appear in Spam:

Meet

You currently have no blocked addresses.
B New meeting

] Select: All, None
Join a meeting

Hangouts

} Rick +

Terms - Privacy - Program Policies Last account activity: 0 minutes ago
0GB of 15GB used [ Open in 1 other location - Details

f

No recent chats
Start a new one

9

https://mail.google.com/mail/u/0/?tab=km#settings
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HOW to Whitelist & Block Email - Outlook

1.

January 2022

Open Outlook.com using an
internet browser and Login
to your email account.

Click on “Settings”, then
“View all Outlook settings”.

O Search

Go to “Junk email”, then
choose “Safe senders and

7 Setti ngs Layout

domains” or “Safe mailing BTN oo
lists” to select the domain
or email you want to i
whitelist. Caenca _—
[

Enter the domain name or G
email address you wish to it
add to Safe senders. Make i

sure to include the @ fonna
character for domain 3 s
names in order to only
whitelist emails with the
exact string of characters
you entered (and nothing
more).

Subscriptions

Alternatively, you can
simply add an individual
email address that has sent
you a message to your
Outlook Contacts. Though
they lead to the same
result, this method is
uicker and more efficient

Junk email

Blocked senders and domains

Blocking a sender or domain will stop their email from coming to your mailbox.
+ Add Search list

aagtjax=aol.com@mail172.atl21.rsgsv.net
account-security-noreply@account.microsoft.com
accountconfirm@ups.com
adfs0185214796385214791263789363 @samalosemua.cc

admin@nramedia.org

Safe senders and domains

Don't move email from these senders to my Junk Email folder.
+ Ad - Search list

00aspidistral4@gmail.com
02gevin@gmail.com
2checkout.com

629@widomaker.com

P T 7 ST

I [
itn?onrrﬁ;tn%?ag:eﬁg&gtlook.Iive.com/maiI/O/options/maiI/iunkEmaiI
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HOW to Whitelist & Block Email - Outlook

£ Search

@ Settings Layout Junk email

= £ Search settings Compose and reply

Blocked senders and domains
Attachments

General Blocking a sender or domain will stop their email from coming to your mailbox.

0 &

Rules

Mail = ]
+ Add - Search list
Sweep

Calendar
kel aagtjax=aol.com@mail172.atl21.rsgsv.net
People

G account-security-noreply@account.microsoft.com

9 %

Premium .
accountconfirm@ups.com

_ _ _ Sync email
View quick settings adfs0185214796385214791263789363@samalosemua.cc

Message handling

admin@nramedia.org
Forwarding

Automatic replies

o Safe senders and domains
Subscriptions

Don't move email from these senders to my Junk Email folder.

+ Add O Search list

0Oaspidistral4@gmail.com
02gevin@gmail.com
2checkout.com

629@widomaker.com

Ll A il ~aen
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HOW to Whitelist Email — Yahoo Mail

1. If you have already
received at least one
message from the
address in question, all

ou have todois

ighlight that message in
the Bulk folder and mark
it as Not Spam.

2. Navigate to "Settings"

icon, then click "More —
Settllngs" from the Yahoo S :
Mail menu. N = :
3.  Select "Filters" and hit

"Add" to enter
information about the
domain name or sender.

4, From here, you can enter
any string of text you
want to whitelist in
future emails. This could e > body
be anything from an - T—

email address or domain

name to something you
expect to be in the body
of the message.
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HOW to Whitelist Email — Yahoo Mail

€ Back to Inbox

Personalize inbox
Madboxes

Notifications

Writing email

Viewing email A

lﬂuu

Filters

£t hilters 1 WQSNZE g ¢

Your filters

Add Or Chck On a Tilter to re

Security and privacy
Social accounts

Yahoo Mail Pro

About Yahoo Mail
About our Ads

Giwe feecdiack

“orage

Edit Filter

Filter name

Set rules

v From

Match case

> To/CC
> Subject
> Body

Choose a folder to move to
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Login to your Yahoo
Mail using an
internet browser.

Hover the mouse
cursor over the
settings icon and
select the Settings
option from the pop-
up menu.

Navigate to the
Blocked Addresses
category.

Under Add an
address, type the
email address you
would like to block.

Click on the Block
button.

Finally, click on the
Save button.

HOW to Block Email — Yahoo Mail
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HOW to Block Email — Yahoo Mail

Settin

p
>

0w

Viewsng emy Blocked addresses
Writing ema 0 of 1000 used
ALCOUMS

Vacaton Responte

H ters

SeCunty

I Blocked Addresses

0.01% used
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HOW to Whitelist & Block Emails - AOL

Many people looking for email
whitelisting instructions for AOL are
confused by the fact that AOL
doesn’t have a traditional email
whitelist.

Instead, it considers all mail
addresses a user has in his or her
address book to be trustworthy. This
means that the contact list in AOL
essentially serves the same purpose
as Gmail whitelist and Outlook
whitelist.

Whitelisting Steps

1.
2.

3.

Log in to your AOL account.

Open Contacts from the left
navigation pane.

Click the New Contact icon and
enter the required information.

Click the Add Contact button
located at the bottom.
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Blocking Steps

Email Filtering

1.
2.

Log in to your AOL Mail account.

Click on your username and select
Options.

Go to Mail Settings and click on the
Spam Settings tab.

There, enter the username or
address you want to be blocked.

Click the Plus icon.

Click Save Settings.

AOL.



HOW to Whitelist & Block Email — COX

V4
» Cox.net email used to provide YO u Ca n t '
users with some level of ®
blocking of up to 250 email

addresses and used Filter Rules
to emulate whitelisting of email

domains.

* It appears they have removed
those tools in their current
email platform.

* COX’s email filtering varies from
which email server farm is

hosting — this results in
inconsistency in applying
filtering.

e Recommendation: Choose
Another Email Host.
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