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Maintain Strong Passwords 

Make your password long (at least 16 characters)

Do not use common phrases or number sequences

Use a combination of Upper and Lower Text,
Numbers and Symbols

Do Not reuse passwords 

Each of your accounts should have use a different password

Strongly Recommend using a Password Manager: 

Password managers are programs that allow for 
the creation and storage of a multitude of passwords.



Enable Two Factor Authentication

When you have to enter only your username and one password, 
that's a single-factor authentication.

Two-factor authentication adds a second level of authentication 
to an account log-in. 

Various Two Factor Authentication (2FA) Types:
SMS Text –text message (not that great)

Authenticator App (examples: Google Authenticator, Microsoft   
Authenticator)

Push Based – sends a prompt to one of your various devices

Security Key or Card



Password Logbook 



PASSWORD MANAGER

•Generates Strong Password

•Securely Stores Login/Passwords information

•Organizes your hundreds of:  Websites, user names , Passwords

•Monitors: Website, Login/Password and Security issues

•Can be used to securely store credit cards info, passports, other 

important documents

•Keeps all your important information in one very secure location

•Security Experts Agree - Password Managers are highly recommend



PASSWORD MANAGER

Your Responsibility
•Use a Very Strong Master Password

•Keep the Master Password in a secured location

•Have a copy of the Master Password in a safe location 

and, “remember where it is”

•Let a trusted family member know.



Examples of Password Managers    (source Wikipedia)

1Password KWallet Pleasant Password Server

LastPass Enpass SafeInCloud

Dashlane Meldium Yojimbo

Keeper Mitto
Google Password Manager
(included in Chrome Browser)

KeePass Myki
Firefox Lockwise
(included in Firefox Browser)

Intuitive Password pass Keychain (included in macOS and IOS)

GNOME Keyring Passkey Portable Bitwarden (Free)

KeeWeb Password Safe



($36.00 Annual)
($60.00 Annual)











Demo Time

WARNING: For Any Password Manger you use:

REMEMBER!!!
(and keep copies of)

YOUR MASTER PASSWORD
If you lose it you, may be you will be lost


