
Your Privacy on the Web
Or lack thereof…



What We’ll Discuss

• What information are these 

companies collecting?

• How to safeguard your 

accounts.

• A tiptoe into locking down your 

privacy.



Big Brother



• Every company with web based services is 

harvesting your data, so let’s discuss what!



Apple
Collects

• Meta data on when and 

who you call on FaceTime.

• The data it collects to 

power Siri, Maps, and 

News, it does so 

anonymously - Apple can't 

attribute that data to the 

device owner.

• They sell Ads and Data



• Basic information about the 

account holder, including 

name, address, phone 

number, and Apple ID 

information.

• keeps a note on every time 

one of your devices 

downloads data from 

iCloud, including your photo 

library, contacts, and Safari 

browsing history -- but 

doesn't contain the actual 

data. 



• Every Apple device/serial 

number ever associated 

with your Apple ID.

• iTunes metadata including 

song titles.



• Apple prides itself on being 

one of the more transparent 

and discreet companies 

with P2P encryption and a 

salty relationship with the 

FBI.



Limit Apple

https://www.apple.com/privacy/manage-your-privacy/

https://appleid.apple.com

Sign into Apple ID, enable 2 factor authentication. 

https://www.apple.com/privacy/manage-your-privacy/
https://appleid.apple.com


Apple ID



Sign into your Apple ID,  click on Manage Settings,  uncheck Share iCloud Analytics and Message from Apple



Apps

• Grey area. Apps are allowed to collect 

metrics from you. Apple attempts to 

make transparent what these apps 

take, but doesn’t care if it doesn’t affect 

their image. E.g. Mail apps, and a 

recent malware app, Uber, Lyft.



Facebook

Collects

• name

• gender

• date of birth

• email or mobile number

• Ads you click

• personal data, to target 

users with ads, including 

what users share and add, 

and their likes and clicks. 

clubs, groups, and alumni 

associations (current and 

former)



• IP address logging

• Present/Deleted friends

• ALL user activity! Facebook 

describes its activity log as “a 

list of your posts and activity, 

from today back to the very 

beginning. You’ll also see 

stories and photos you’ve 

been tagged in, as well as the 

connections you’ve made –

like when you liked a Page or 

added someone as a friend.” 

That means every “like,” every 

status change, and every 

search of another person on 

Facebook.

• Third Party App Data



Protect yourself 

from 

Facebook
• Delete your Facebook 

account.

OR

• Go to FB SETTINGS



Protect yourself from 

Facebook



Protect yourself from 

Facebook

Use Two Factor



Protect yourself from 

Facebook

Remove apps harvesting your 

data



Protect your Privacy from Facebook



Download or Delete yourself from Facebook



Ads from 

Facebook



Ads from 

Facebook



Ads from 

Facebook



Other

Protections 

from 

Facebook

• Turn off your location data -

Android and iOS both have 

options.



Twitter

Collects

• name

• gender

• date of birth

• email or mobile number

• Ads you click

• personal data, to target 

users with ads, including 

what users share and add, 

and their likes and clicks. 

clubs, groups, and alumni 

associations (current and 

former)

• https://twitter.com/en/privacy



Twitter

How to Limit

• Log in to your account

• Click your account photo at 

the top right



Twitter

How to Limit



What does Google collect?



Everything.



Google allows you to limit 

what you “share” in their account settings, 

but it’s futile…



Google Service Alternative

Chrome Browser User Firefox

Search History and Data DuckDuck Go

Machine Learning w Photos Apple Photos

Ad Data Ad Blockers*

Browsing Habits DuckDuck Go / Firefox

Android Phones* iPhones

Youtube Vimeo

Gmail Use Private Email Server*

*Will slow down your browser and 

break some webpages

* As long as your name isn’t Hilary.

*Android is Google’s best friend for

Privacy invasion



Summary



Two Factor Authentication

Doesn’t protect you against the business, but against hackers looking to steal your data.



Account Settings

data is theirs. However, some companies will offer you a means of reducing data mining in your account settings page.



Additional Networks

Yelp, Instagram (owned by FB), Tumblr, Yahoo, ask.com, 

http://ask.com


Microsoft

and give your data to authorities, however they offer some abilities to limit data mining via 

Windows 10.



Apple

Better than most, still not your friend no matter how often they try to say otherwise. 



Q&A




