A How to for Windows Updates in Windows 10

Windows 10 includes a feature called Action Center. This is where you see notifications about the
items needing attention on your PC, as well as a section with quick actions that you can initiate.
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You open the Action Center by clicking on its icon in the Notification area found at the extreme right
end of the taskbar. Up to 13 different buttons are available, but many like Rotation lock, Airplane
mode and Bluetooth will only appear on portable devices like laptops or tablets.

To configure the Quick actions buttons on the Action Center, open the Settings app. To do this, you
can either open the Action Center and click on the “All Settings” button. Most of the settings you'll
want to change in Windows 10 are in All Settings section.
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or you can open the Start menu and click the “Settings” button on the lower-left side of the menu.
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Windows settings is organized into various categories: System, Devices, Network & Internet,
Personalization, Apps, Accounts, Time & language, Ease of Access, Privacy, and Update &
security. You click on a category to view and change more settings for that category.

Settings in Windows 10 — alternatively use Win (#) + | key combination.
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The Settings app from Windows 10 holds almost all the settings governing the way your computer or
device works. The traditional way of getting to one setting or to another is to open the appropriate
settings category and browse through it until you find what you’re looking for. The Setting app from
Windows 10 is very well organized, a lot better than the old Control Panel used to be. Inside, you'll
find separate categories for:

e System - settings that allow you to control the display options, configure notifications,
manage apps and manage power options.

e Devices - allows you to change all the settings related to the devices you have connected to
your Windows 10 computer or device, including Bluetooth devices, printers, scanners, the
mouse and keyboard and so on.

e Network & Internet - these settings allow you to configure your Ethernet and wireless
adapters. There are also settings for the virtual private networks and the proxies that you use.

e Personalization - from here you can change the Desktop Background, the Lock screen, the
Taskbar, the colors used by Windows 10, as well as the way the Start Menu looks and works.

e Accounts - has the settings related to your personal account and information, sign-in options
and syncing settings.

« Time & Language - is where you can change the date and time, the region you live in and the
language you use, and where you can set up the speech options.

o [Ease of Access - controls the Narrator and Magnifier tools, as well as other options such as
the High contrast or Closed captions settings.

e Privacy - lets you set what information can Windows 10, apps or third party services access
and use.

o Update & Security - gives you access to the settings that govern the way Windows 10
updates itself, it lets you control how Windows Defender protects you, and it lets you access
the backup and recovery options found in Windows 10.

http://www.digitalcitizen.life/how-quickly-find-any-setting-settings-app-windows-10

On the Settings dialog box, click the “System” icon.
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Click “Notifications & Actions” in the list of options on the left.

&« Settings

£:  Home

Find a setting

System

I L1 Display

Apps & features

Default apps

i

d

) Power & sleep

I

Battery

= Storage

Motifications & actions l}

Customize your display

Identify  Detect

Change the size of text, apps, and other items

Orientation

Landscape e




Configure the Quick Actions Buttons

To rearrange the Quick actions buttons, simply drag and drop them in the order you want. The four
buttons on the top row make up the hot-bar and are available even when you collapse the buttons.

Quick actions

Press and hold (or select) quick actions, then drag to rearrange
them. These quick actions appear in action center.
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Now that we've rearranged some of the buttons, we want to remove a few. So, we click the “Add or
remove quick actions” link under the button layout.



Quick actions

Press and hold (or select) quick actions, then drag to rearrange
them. These quick actions appear in action center.

Add@cr remove quick actions \

Notifications

A complete list with on/off switches of all the available Quick actions buttons displays including:
settings like Location, the option to turn on Tablet Mode, or connect to an available Bluetooth device

in the area. To turn off a Quick action button, click the slider button to the right of the Quick Action
button name so it turns white and reads Off.

The changes you make are effective immediately, so you do not need to sign out or reboot your PC.
(see screenshot below)
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To close the Settings dialog box, click on the “X” in the upper-right corner. (see screenshot below).
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Quick actions

Press and hold (or select) quick actions, then drag to rearrange
them. These quick actions appear in action center.
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Expand and Collapse the Quick Actions Buttons

The Quick actions buttons at the bottom of the Action Center reflect the changes you made in the
settings. Any buttons you don’t select for the hot-bar (the top row) will automatically be shoved down
to the full menu, which can be expanded in the action center by clicking the “Expand” link.
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The rest of the options which weren'’t already hot swapped to the first row will display. You can click
“Collapse” to only show the hot-bar again.
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You can also hide the top four Quick action buttons even when the buttons are collapsed, until you
click the “Expand” link to show them all. The Action Center can also be disabled completely.

https://www.howtogeek.com/225345/how-to-configure-the-windows-10-
action-panel-with-your-own-customized-buttons/

How to display the Power User menu using your keyboard
Press the Windows Logo key & + X

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out
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Power User menu keyboard shortcuts
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Open the Power User menu
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Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Administrative Command Prompt
Task Manager

Control Panel

File Explorer

Search (Cortana)

Run dialog box

Shut down or sign out
Shut down
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Programs and Features - This tool is used to remove installed software, but you can also use it to
view and remove installed Windows Updates or to turn certain Windows features on or off.

ol Programs and Features = 0 X
- v A d « Programs > Programs and Features v & Search Programs and Features 0
Control Panel Home 5
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or
® Turn Windows features on or Repair.
off
Organize v =z - 0
Name - Publisher 2
€ Google Chrome Google Inc.
.| Microsoft Digital Image Starter Edition 2006 Microsoft Corporation
. NVIDIA 3D Vision Centroller Driver 340.50 NVIDIA Cerporation
. NVIDIA 3D Vision Driver 341.92 NVIDIA Corporation
. NVIDIA GeForce Experience 2.2.2 NVIDIA Corporation
. NVIDIA Graphics Driver 341.92 NVIDIA Cerporation v
< >
. Currently installed programs Total size: 92.1 MB
EJJ 14 programs installed

Power Options - Using Power Options you can change your power plan, which is rather useful if
you’re using a laptop, change what the power button does, or set your PC or monitor to turn itself off
after a certain time of inactivity.

% Power Options — O
™ Q <« Hardware and Sound > Power Options v & Search Control Panel pe
Control Panel Home . o
Choose or customize a power plan
Require a password on wakeup A power plan is a collection of hardware and system settings (like display brightness,
sleep, etc.) that manages how your computer uses power. Tell me more about power
Choose what the power button plans
does
Create a power plan Preferred plans
2 Choosewhen to turn off the (® Balanced (recommended) Change plan settings
display Automatically balances performance with energy consumption on capable
% Change when the computer PRI
sleeps )
(O Power saver Change plan settings
Saves energy by reducing your computer's perfformance where possible.
Show additional plans )
See also v
Personalization
User Accounts
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Event Viewer - is an advanced tool that lets you see log of events that happened on your PC. You
can use this tool to see when your PC was turned on or off, or you can use it to see when and why
certain application crashed. Event Viewer is one of more complex tools on our list, and it's and due
to its complexity, it might not be suitable for basic users.

! Event Viewer - O X
File Action View Help
&= 25
2] Event Viewer (Local) Application Number of events; 787 Actions
> [ Custom Views o
In :_': Windows Logs Level Date and Time Source EventID Ta APP]W o) ~
f<] Application (i)Information  5/13/2016 8:01:29 AM VSS 8224 N 7= Open Saved Lo...
£ Security €} Information  5/13/2016 7:58:38 AM Mesilnst... 1033 Ng P Create Custom ...
£ Setup @Informat!on 5/13/2016 7:58:38 AM Msilnst... 11707 N¢ Hopo ClRERY.
System @ Information ~ 5/13/2016 7:58:35 AM Restart... 10001 Nc
] Forwarded Events (Dinformation  5/13/2016 7:58:35AM  Msilnst.. 1042 N Clearkag,.
» L) Applications and Services Lo| | () Information  5/13/2016 7:58:29 AM Restart... 10000 N ¥ Filter Current L...
iz} Subscriptions (@@ Information  5/13/2016 7:58:29 AM System... 8216 N | |5 Pproperties
@lnformation 5/13/2016 7:58:27 AM Msilnst... 1040 N % B
(@ Information  5/13/2016 7:19:53 AM gupdate 0 N e
(i)Information  5/13/2016 7:12:12 AM Securit... 903 N b Save All Events.
Ci\h.tmm,o;m. S/12/901R 7:12:17 AN Coruirit 1R204 ;I: ¥ Attach 2 Task T...
3 View »
Event 1033, Msilnstaller X =
@ Refresh
General i .
Details Help >
~
Windows Installer installed the product. Product Name: Fly Free Ph Event 1033, Msilnsta... &
Product Version: 2.99.3. Product Language: 1033. Manufacturer: 5D = 7 .
Installation success or error status: 0. [Z] Event Properties
¥ 3] Attach Task To ...
< >
< > 5Z Copy |

System - using this shortcut you can see some of the basic system information, such as the version
of Windows 10 that you're running, amount of RAM or the CPU that you're using.

EA syctem — O
4 B3 « System and Security > System v O Search Control Panel R
’ A
Control Panel Home Windows edition
Windows 10
& Device Manager Pro -- W' d 1 O
9 Remote settings © 2015 .- I n OWS
& System protection Microsoft
Corporation.
& Advanced system settings All rights
reserved.
System
Processor: AMD Athlon(tm) 64 X2 Dual Core Processor 5000+
2,61 GHz
Installed memory (RAM):  2.00 GB
System type: 32-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display
See also
Security and Maintenance Computer name, domain, and workgroup settings
Computer name: DESKTOP-ICU2FR7 ®) Change settings v
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Device Manager is a tool we mention and use rather often. This tool will allow you to view all your
installed devices and uninstall or update their drivers. In addition, Device Manager allows you to
change the properties of installed devices, so it can be rather useful tool.

ﬂ Device Manager — O X
File Action View Help
o @ Hm B
v & DESKTOP-ICU2FR7
> iq Audio inputs and outputs
> EH Computer
> wa Disk drives
> [ Display adapters
5 e DVD/CD-ROM drives
> w3 Floppy disk drives
> -& Floppy drive controllers
> Human Interface Devices
> *m |IDE ATA/ATAPI controllers
> Keyboards
> 0 Mice and other pointing devices
>
>
>
>
>
>
>
>
>
>

I Monitors

57 Network adapters

§ Ports (COM &LPT)

= Print queues

1 Processors

B Software devices

i Sound, video and game controllers
S Storage controllers

¥ System devices

ﬁ Universal Serial Bus controllers

Network Connections - will allow you to see all network adapters on your PC. By using this
shortcut, you can easily change the properties of your network adapter or even disable it completely.

IS Network Connections = O X
N -J;Ef > Network Connections v O Search Network Connections 0
Organize ¥ B v @ o

=~ | Ethernet
- *  Network

@2 NVIDIA nForce Networking Contr...

1item R
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Disk Management - allows you to create new partitions or to change the size of hard drive
partitions. This tool can delete entire partitions, so be extra careful if you’re going to use it.

& Disk Management = O X
File Action View Help
&= @ HmE =

Volume l Layout ] Type | File System I Status | Capacity I Free Spa... l % Free I
- Simple Basic Healthy (R... 449 MB 449 MB 100 %

- (C) Simple Basic NTFS Healthy (S... 155.81 GB 13743GB  88%

== drugi (D:) Simple Basic NTFS Healthy (L... 439.91GB 5540GB  13%

= Disk 0 i

Basic (&) RS SI drugi (D:)

596.17 GB 155.81 GB NTFS 449 MB | 77710 439.91 GB NTFS
Online Healthy (System, Boot, Page File, Active | Healthy (Recovery| | | Healthy (Logical Drive)

~CD-ROM 0
DVD (E:)

No Media

B Unallocated Wl Primary partition Jll Extended partition Il Free space Ml Logical drive 1

Computer Management - lets you access many hidden Windows 10 features. You can even use
Computer Management to access some tools that are available in Power User Menu. Since this tool
can access many other advanced features and tools, you should be careful if you're going to use it.

£9 Computer Management & O X
File Action View Help
&= |E 2|

;;-3 Computer Management (Local|| Name Actions
v m System Tools m S
ystem Tools Computer Management (L... 4
> (®) Task Scheduler 3 Storage e v

> Event Viewer
> @l Shared Folders
> &% Local Users and Groups
> @ Performance
% Device Manager

f’{g Services and Applications

v &3 Storage
7 Disk Management
> f(_g Services and Applications
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Command Prompt and Command Prompt (Admin) - are the same tool, but come with different
privileges. They come in a form of command line, and you use it to create files, delete folders, check
your network adapter properties, create new users, or even format your hard drive.

Administrator: Command Prompt

rosoft Windows [Version 10.0.10586]
(c) 2015 Microsoft Corporation. All rights reserved.

C: \WINDOWS\system32>

There are countless ways you can use Command Prompt, but not all, of the advanced features, are
available in regular Command Prompt. You must use Command Prompt (Admin) that has full
administrator privileges.

Next is Task Manager - You can use Task Manager to view all your currently running applications
and close them instantly if they stop responding. In addition, you can set which applications will start
alongside Windows 10 every time you start your PC.

¥ Task Manager — O X
File Options View

Processes Performance App history Startup Users Details Services

48% 79% 2% 0%
Name CPU Memory Disk Network
BE¥ Console Window Host 0% U3’ ™MB UMB/s UMbps A
Service Host: Unistack Service G... 0% 0.3 MB 0 MB/s 0 Mbps
B8 Console Window Host 0% 0.2 MB 0 MB/s 0 Mbps
[=7] Windows Logon Application 0% 0.2 MB 0 MB/s 0 Mbps
Sticky Notes 0% 0.2 MB 0 MB/s 0 Mbps
& Google Chrome % 0.2 MB 0 MB/s 0 Mbps
[®5] Windows Start-Up Application 0% 0.2 MB 0 MB/s 0 Mbps
[#5] SpotifyWebHelper % 0.1 MB 0 MB/s 0 Mbps
NVIDIA Settings 0% 0.1 MB 0 MB/s 0 Mbps
[#5] SpotifyCrashService % 0.1 MB 0 MB/s 0 Mbps
[#5] Windows Session Manager 0% 0.1 MB 0 MB/s 0 Mbps
5 Google Installer 0% 0.1 MB 0 MB/s 0 Mbps
[#=] Host Process for Setting Synchr... 0% 0.1 MB 0 MB/s 0 Mbps
Windows Shell Experience Host 0% 0.1 MB 0 MB/s 0 Mbps
(57 System interrupts 0.4% 0MB 0 MB/s 0 Mbps 5

Fewer details End task
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Control Panel - you’re probably familiar with and you know that you can use it to change almost
any setting on your PC.

= Control Panel - 80
O ~ 4 [E » Control Panel v & |Search Control Panel
Adjust your computer's settings View by: Category ™
il  System and Security User Accounts and Family Safety
- 3 Review your computer's status ® Change account type
- Save backup copies of your files with kile History '?_ﬂ' Set up Family Safety for any user

Find and fix preblems

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resclution

, / Hardware and Sound ‘W, Clock, Language, and Region
‘?ﬁf View devices and printers 1= Add a language
Add a device 7
&

View network status and tasks

w,_ MNetwork and Internet
“-

-2 Choose homegroup and sharing options

Change input methods
Change date, time, or number formats

5. a

L% Uninstall a pregram

I!—f-w" Programs
A

Ease of Access
Let Windows suggest settings
Optimize visual display

File Explorer and Search - options don'’t offer access to any advanced features, instead they work
as shortcuts to File Explorer and Search.

Run option - will open a Run dialog that allows you to run almost any application from your PC. You

can use this feature to run tools such as Command Prompt or Registry Editor by simply entering the
name of the file in the input field.

=/ Type the name of a program, folder, document, or Internet
=) resource, and Windows will open it for you.

Open: | | 5

oK Cancel Browse...
|

Shutdown or sign out option allows you to quickly turn off or restart your computer, so you might use
this option from time to time. Last option on our list is Desktop, and by using this option you will
minimize all open windows and instantly show your Desktop.

As you can see, Power User Menu offers shortcuts to some of the most used and most powerful
features on Windows 10. It's also worth mentioning that you can access any of these options by
using a simple keyboard shortcut. When you press Windows Key + X shortcut, you should see
Power User Menu, and each option on the list will have an underline under a certain character, and
you can simply press that character on your keyboard to quickly access a specific tool. For example,
if you press Windows Key + X and then press T, you'll open Task Manager. These shortcuts are
available for all options on the list, thus making these features easier to access.

Power User Menu is rather useful and it can be used to access many tools and features of Windows
10 quickly. Bear in mind that some of these tools are rather powerful, so use them with caution.
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How to Enable and Use Panes in Windows 10
by Ciprian Adrian Rusen

Windows 10 allows you to enable different panes to make the most of your user experience. The
different panes include: The Preview pane, the Details pane, and the Navigation pane. Here, you
find details about enabling and using each of these panes.

Enable and Use the Preview Pane

In File Explorer, you can enable a Preview pane that is shown on the right side of the window. As
the name implies, you can use it to preview the contents of certain types of files. For example, if you
select an image file in File Explorer, you can see a preview of it; if you select a text file, you can
preview its contents.
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The Preview pane in File Explorer.

You can see previews of only certain file types: text, images, and videos.
To enable the Preview pane, open File Explorer and follow these steps:

1. In the File Explorer window, click the View tab.
The View tab is shown.

2. In the Panes section, click the Preview Pane button.
The Preview pane is added to the right side of the File Explorer window.

3. To preview a file just select it by clicking on it (it will then be highlighted).
You can preview their contents in the Preview Pane, if they are text, images, or videos.
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Enabling the Preview pane in File Explorer.

To disable the Preview pane, just follow the preceding steps.

You can also enable and disable the Preview pane in File Explorer by pressing the Alt + P keys on
your keyboard.

Enable and Use the Details Pane

In File Explorer, you can enable a Details pane that is shown on the right side of the File Explorer
window. As its name implies, you can use the Details pane to find more information about each file,
such as its size, the date it was created, and the date it was last modified. The fields of data shown

in this pane vary from file to file. For some files, such as pictures, you see lots of data; whereas for
other files, such as PDF files, you see less data.




o

¥ Pitere Tocls  Comaera Roll = (=] x
N - ‘ °
- 1 ¢ ThaPC + Patorer » Camera Rell
-
# Qusck access
Bl Deshacp O WIN_20150823 .17 WIN_20150423_17
& Oowniosds 5 8225 Peo () 8225 Pro
+ Documents .
D Musc ¢ !
& Pictures ’ WIN 20150823 1 WIN 20150423 17
B Videos P 8233 Pre %925 Pro
Camers Roll
@ OneDrive
313 WIN_20140618_13
3 The pC A3 2T e 431 Pro
o Network e '
g
*& Homegreup ! ’ )
WAN_20150612_13 WIN_20150618_13
45,45 Pre 4.8 Pro
| T
P
WP_20150581_54_
& 0% Pro -
13erm | emselected SEOMB  Strte JR Shaved .

The Details pane in File Explorer.

To enable the Details pane, open File Explorer and follow these steps:
1. In the File Explorer window, click the View tab.

The View tab is shown.

2. In the Panes section, click the Details Pane button.

The Details pane is added to the right side of the File Explorer window.
3. To see a file’s details, click it to select it.
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Enabling the Details pane in File Explorer.

To disable the Details pane, just follow the preceding steps.

You can also enable and disable the Details pane in File Explorer by pressing Alt + Shift + P Keys
on your keyboard.

Disable or Enable the Navigation Pane
In File Explorer, the Navigation pane is shown, by default, on the left side of the window. As the
name implies, you can use it to quickly jump to different locations on your computer.

When the Navigation pane is disabled and you start File Explorer, either Quick Access or This PC is
loaded, depending on your start location for File Explorer.

It's generally not a good idea to disable the Navigation pane because doing so makes navigation
more difficult.

If you decide to disable the Navigation pane, follow these steps:

1. Open File Explorer.
. Click the View tab.

The View tab is shown.

In the Panes section, click the Navigation Pane button.
The Navigation Pane menu appears.

In the menu, click Navigation Pane.
The Navigation pane no longer appears at the left side of the File Explorer window.
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Disabling the Navigation pane in File Explorer.

To enable the Navigation pane, follow the preceding steps.

Enable the Libraries Section in the Navigation Pane

By default, the Navigation pane doesn’t show the Libraries in Windows 10, as it did in Windows 7.
Fortunately, the libraries aren’t gone; they’re just hidden. To enable and use the libraries in Windows

10, open File Explorer and follow these steps:

» wDn

In the File Explorer window, click the View tab. The View tab is shown.
In the Panes section, click the Navigation Pane button. The Navigation Pane menu appears.
In the menu, click Show Libraries. The Libraries are now added to File Explorer.

Click the Libraries shortcut in the Navigation Pane to view your libraries.
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Enabling the Libraries section in File Explorer.




Patch Tuesday

Patch Tuesday is an unofficial term used to refer to when Microsoft regularly releases security
patches for its software products.

Patch Tuesday occurs on the second, and sometimes fourth, Tuesday of each month in North
America. The updates show up in Download Center first. Then they are added to WU, and the KB
articles and Technet bulletins.

Tuesday was chosen as the optimal day of the week to distribute software patches. This is done to
maximize the amount of time available before the upcoming weekend to correct any issues that
might arise with those patches, while leaving Monday free to address other unanticipated issues that
might have arisen over the preceding weekend.

Non-security updates to Microsoft Office tend to occur on the first Tuesday of each month and
firmware updates for Microsoft's Surface devices on the third Tuesday of every month.

Latest Patch Tuesday

The latest Patch Tuesday was on January 10, 2017 and consisted of several individual security
updates. The next Patch Tuesday was scheduled for February 14, 2017.

It looks like the skipped security month includes more than “just” Windows. There have been no
recent security patches for Vista, Windows 7, Windows 8.1, and Windows 10 versions 1507, 1511,
and 1607. Also, no security patches this month for Office 2010, 2013, 2016, and the Office 365
Click-to-Run current channel version 1611. No security patches for Internet Explorer (which was
supposed to start getting its own security patches this month), and no .Net security patches.

Microsoft Delays this Month’s Patch Tuesday to March 14th

Brian Burgess | February 16, 2017 in News

https://www.groovypost.com/news/microsoft-delays-this-months-patch-tuesday-to-march-14th/

Apparently in anticipation of a Patch Tuesday that never happened, Microsoft pulled the two
snooping patches it released last week, KB 2952664 (Windows 7) and KB 2976978 (Windows 8.1).
KB 2952664 is not available in the Microsoft Update Catalog, and the KB 2976978 that is available
in the Update Catalog is from July 2016.

Microsoft Edge is exposed to new vulnerabilities in Adobe Flash Player. Supported browsers like
Chrome or Firefox that have their own auto-updating mechanisms should already be patched. But
Microsoft Edge only gets updated by its normally regular Patch Tuesday.

As a side note, to verify you have the latest patched version Adobe Flash Player, in the Chrome
address bar type: chrome://components and verify you have version 24.0.0.221 — if the version is
lower, click the button to check for update.
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* Components

Components (11)

Subresource Filter Rules - Version: 4
Status - Mo update
| Check for update |

Software Reporter Tool - Version: 16.92.2
Status - Updated

| Check for update |

CRLSet - Version: 3556
Status - Mo update

| Check for update |

pnacl - Version: 0.57.44,2492
Status - Mo update

| Check for update |

Origin Trials - Version: 0.0.0.0
Status - Mo update

| Check for update |

File Type Policies - Version: 8
Status - Mo update

| Check for update |

Adobe Flash Player - Version: 24.0.0.221
Status - Mo update

| Check for update | %




How to View Windows Update History in Windows 10

By default, Windows 10 will automatically check for and install available Windows Updates at the
time you have set in automatic maintenance. Some updates are not installed automatically. This
includes optional updates and updates that require you to accept new terms of use. When these
updates are available, Windows Update will let you know that they're ready to be installed.

Here's How:
1. Open Settings, and click/tap on the Update & security icon.

< Settings — O X
@ Home Update status
Fin d a setting ’ Your device is up to date. Last checked: Today, 10:16 AM
Update & security Check for updates
~ . y - N
| S Windows Update Update history—<=_ 4. Click on)

¥ Windows Defender

Update settings

T Backup
Available updates will be downloaded and installed
D R automatically, except over metered connections (where
seove charges may apply).
@ Activation Change active hours
it For developers Restart options

y ] Advanced options
S2  Windows Insider Program > P

Looking for info on the latest updates?

Learn more

2. Click on the Update history link under Update status on the right side.

3. You will now see the history of Windows Update listed in categories. (see screenshot below)


https://www.tenforums.com/tutorials/3090-automatic-maintenance-change-settings-windows-10-a.html
https://www.tenforums.com/tutorials/3326-settings-open-windows-10-a.html
https://www.tenforums.com/attachments/tutorials/102107d1474236695-windows-update-history-view-windows-10-a-update_history-1.png

o Settings - O X

& Update history

Uninstall updates

Recovery options

Update history

v Quality Updates (1)

Security Update for Microsoft Visual C++ 2008 Service Pack 1 Redistributable Package (KB2538243)
Successfully installed on 9/18/2016

v Driver Updates (7)
Texas Instruments driver update for Texas Instruments USB 3.0 xHC| Host Controller

Successfully installed on 9/17/2016

NVIDIA driver update for NVIDIA GeForce GTX 760
Successfully installed on 9/17/2016

Intel(R) Corporation driver update for Intel(R) RealSense(TM) 3D Camera (Front F200) Depth
Successfully installed on 9/17/2016

Logitech - Other hardware - USB Input Device (Logitech Download Assistant)
Successfully installed on 9/17/2016

NVIDIA driver update for NVIDIA GeForce GTX 760
Successfully installed on 9/17/2016

Intel driver update for Intel(R) Management Engine Interface
Successfully installed on 9/17/2016

Creative - Audio Device - SB Recon3Di
Successfully installed on 9/17/2016

'Note
You can, click on any of the "Successfully installed on" links to see more details for that update.
You can then click on the More info link for even more details about the update, online at Microsoft.

NVIDIA driver update for NVIDIA GeForce GTX 760

This driver was provided by NVIDIA for support of NVIDIA
GeForce GTX 760

More info “-

4. When finished, you can close Settings.


https://www.tenforums.com/attachments/tutorials/102108d1474236695-windows-update-history-view-windows-10-a-update_history-2.png

Pro: Up-to-date Security

Windows is still the most popular operating system in the world and that makes it a prime target for
development of viruses and malicious attacks. No operating system will ever be one hundred
percent secure and having an unstable operating system can lead to disastrous consequences.

For example, past Windows vulnerabilities have resulted in some attackers being able to remotely
execute codes on a system to install programs, view data, create accounts with full permissions,
and more. Of course, these types of incidents are considered critical level and Microsoft does
release patches for them as soon as possible. Providing Windows Update isn’t disabled on a current
system, this is how it works at present.

Continuing this practice, along with taking it one step further to ensure that critical updates can'’t be
dismissed, is excellent news. Having unsecure systems out there is bad for Microsoft and the end
user, and it’s vital that any known flaws are patched up as soon as possible. This will mean that
attacks can be shut down quicker and less users will end up having their systems compromised.
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Con: Botched Updates

While most updates do go successfully, some of them have been shown to cause more harm than
good. Past problems vary from the minor to major: input lag on some games, broken playback on
specific video file types and even a full blue screen of death. While Microsoft, acknowledges and
resolves these problems it was an inconvenience that users shouldn’t have had to go through. If
Windows 10 forces updates on everyone, how can we be sure that they will always be stable?

All Windows 10, updates will first be processed by a group of Windows Insiders (Insider Program).
These “Insiders” will test the updates to make sure they’re decent, before they’re rolled out onto all
Home computers. That group of Insiders are initial the guinea pigs, until the updates are then rolled
out to Enterprise users. Theoretically, that first round of checks should remove any problems, but
things don’t always work that way in practice.


http://www.makeuseof.com/tag/a-look-at-some-of-the-worst-computer-viruses-in-history/
http://www.makeuseof.com/tag/windows-8-crashing-easily-troubleshoot-blue-screen-issues/
http://www.amazon.com/Microsoft-Windows-10-Home-Download/dp/B01019BM7O/ref=as_at?tag=mak041-20&linkCode=as2
http://www.amazon.com/Microsoft-Windows-10-Home-Download/dp/B01019BM7O/ref=as_at?tag=mak041-20&linkCode=as2

While it’s true that the most current updates go by without a hitch, and we perhaps shouldn’t damn
the process before we’ve even tried it out, it is slightly concerning. If an update turns out to be
botching people’s systems, there’ll be no way for Home users to get out of it unless the update is
recalled or patched quickly. Whereas on-the-ball users can currently read about a troublesome
update and skip it, this won’t be a choice come Windows 10. Note, even Apple gives you a choice.

Pro: Unified Development

Development can be hard when there’s so many different operating versions to account for. It’s like
the battle that web developers face when ensuring their sites work across all the different browsers.
While a program can work smoothly on Windows 8, that doesn’t mean it'll be the same on Windows
7 —and vice versa. Forcing updates will mean that all systems are running the same framework and
it'll make the life of a developer that bit easier.

This is great for end users too because it'll mean there’s greater cross-compatibility, at least from an
operating system point of view (hardware, drivers and all that jazz are a different ball game). With
Microsoft’s mobile/Xbox platform joining the Windows 10 ecosystem, it means you’ll be able to do
things like stream Xbox One games to your computer. All of this is made easier because the
framework is consistent across all the platforms. No longer will your Windows devices be separate.

Con: Reduced Flexibility

Windows 10 will be the last version of Microsoft’s operating system. Whereas in the past the launch
of the latest version of Windows was a big event, consumers are now wired to expect their updates
to be free, thanks to companies like Apple and Google. As such, the idea is that everyone will just
be running Windows as a service. Think of an online site you use, like Facebook, which continues to
evolve while still maintaining the same name and lacking version numbers. This is what Microsoft
now sees Windows as being like.


http://www.makeuseof.com/tag/heres-gaming-will-work-windows-10/
http://www.makeuseof.com/tag/windows-10-last-version-windows-ever/
http://www.makeuseof.com/tag/priority-windows-10-news-briefing-summary/

To an extent, users have flexibility over their flavor of Windows. There are some people who are still
sticking with XP, despite official support for it having ended, simply because they prefer it over the
subsequent operating systems. There’s people out there who don’t upgrade their operating systems
purely because they’'ve got used to what they know and it'll be too much of a hassle to learn their
way round a new system. With Windows 10, there won’t be any choice about what features you
install or future aesthetic changes you approve. Everyone will have the same features, whether they
want or like it or not.

To Update or Not to Update?

With Windows 10, which numerous users have already opted into upgrading to, that won’t be the
question: you’ll have no choice. Those who want a bit more flexibility over their updates must move
from Windows 10 Home to the more expensive Windows 10 Pro option. But should that be the
case? Surely updating should be our choice?

Maybe not. Microsoft wants to keep all systems in sync and unified. Ensuring that everyone is
running the same version of their operating system will make life easier for them and hopefully more
secure for us. While Pro has advantages over Home, | suggest use the OS the computer came with.

Which Windows 10 should your install?

By Eric Knorr | Editor in Chief  Infoworld Feb 13, 2017

In one sense, Windows 10 is the “end of history.” There will be no Windows 11 — or 12, were
Microsoft to decide to keep skipping odd numbers. Windows 10 is it!

Windows 10 changes all the time. Constant updates can’t really be escaped by Home version users,
whereas admins mete out updates for Pro/Enterprise users who are attached to an update server.

There are several major versions of Windows 10: 1507 (RTM), 1511 (Fall Update), 1607
(Anniversary Update), and 1703 (“Creators Update”). This raises a big question: If you’re running a
business, which of these versions of Windows 10 should you deploy? Here are the basics:

For business use, you want the CBB (Current Branch for Business) servicing option. Not some
Insider Ring beta, of course, nor just a CB (Current Branch). The CBB is what you need because
versions designated “CBB” have been put through the wringer — many months on millions of users’
computers — to shake out the bugs. Think of the CBB as the result of a massive unpaid beta testing
cycle. Right now, 1507, 1511, and (late November) 1607 have been granted CBB status.

Just last week Microsoft announced that version 1507, the first-ever Windows 10 launched on Jul.
29, 2015, would go off support in May. You should not be running this version. If you’ve managed to
block updates to 1507 to prevent it turning into a later version, stop that right now. It's unfinished
and not particularly stable. Upgrade!

Version 1511, which was granted CBB status on Apr. 8, 2016, is pretty much the same deal as
1507. It's an old and incomplete version. Our best guess is that it will go off support in early 2018.
Time to update sooner rather than later.

Version 1607, the so-called Anniversary Edition, is today’s Windows 10 gold standard. Microsoft
released it on Aug. 2, 2016, and granted it CBB status on Nov. 29, 2016. This is the last Windows
10 version that InfoWorld has reviewed — and it actually earned a 2017 InfoWorld Technology of
the Year Award, primarily for its omni-device management.

Version 1703, the Creators Update, is currently in beta but should be available in a couple of
months. It's anybody’s guess when 1703 will reach CBB status, but figure on four months or so after
release. You've probably heard about the features that give this version its name, such as the
drafting features that work hand in glove with Microsoft's new Surface Studio, Redmond’s first all-in-
one desktop. As InfoWorld’s Galen Gruman has said, Microsoft is reaching for Apple’s creative
crown. But at the same time, the Creators Update promises improved security, better device
management, and greater admin control over updates.
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As InfoWorld and others have pointed out, the improved security of Windows 10 alone provides
ample reason to upgrade to Windows 10. Just make sure that, at this juncture, you’re running the
Anniversary Update. You might also make a habit of checking Woody Leonhard’s blog regularly to
see which problematic patches and updates he has flagged this week.

One final note: If you're super-conservative, you might want to consider the LTSB (Long-Term
Servicing Branch) servicing option. This is the slowest-moving branch of Windows 10. You get
security and bugfix updates automatically, but not feature updates, and you need to install new
versions manually. The Anniversary Update 1607 has been granted LTSB status; we don’t know if
Creators Update will ever be given LTSB status (1511 never made LTSB).

Microsoft sees LTSB as being for mission-critical systems only — after all, labor-intensive updates
defeat the ability to deliver the latest features quickly. But if you want to avoid disruption at all costs,
it's worth considering. At this point, there are two LTSB versions of Win10, called LTSB 2015 and
LTSB 2016. You may be tempted to think of them as analogous to regular versions of Win10, but
they're not. Security patches for the LTSB versions of Win10 continue for 10 years after the product
rolls out. You can't use those security patches on other versions of Windows.

http://www.infoworld.com/article/3168924/microsoft-windows/which-windows-10-should-your-business-install-this-
one.html?idg eid=61438d78abdb854e5ec47e3595ae94b8&email SHA1 lc=ded406c1283ee82830aa784e525e1412bb
el71d1&utm source=Sailthru&utm medium=email&utm campaign=InfoWorld%20Daily:%20Afternoon%20Edition%202
017-02-13&utm_term=infoworld daily

PC Version History
Version 1507

Windows 10 Version 1507 (build 10.0.10240), codenamed "Threshold 1", was the first release of
Windows 10. It's build number was 10.0.10240; while Microsoft has stated that there was no
designated "RTM" build of Windows 10, 10240 has been described as an RTM build by various
media outlets. It has been retroactively named "version 1507" by Microsoft per its naming
conventions for future stable releases of the operating system. The final release was made available
to Windows Insiders on July 15, 2015, followed by a public release on July 29, 2015. As of August
2, 2016, the Threshold 1 release was the only release in the Long-Term Servicing Branch (LTSB).

Commonly referred to as "Day One Patch", this is the first general availability build. It is the update
users received when they upgraded to Windows 10 through the free upgrade offer or after checking
for updates on PCs preloaded with Windows 10.
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Version 1511 (November Update)

Windows November 10 Update, or Windows 10 Version 1511 (build 10.0.10586), codenamed
"Threshold 2", was the first major update to Windows 10. It's build number is 10.0.10586 and is
version 1511, referencing its date of release, November 2015. The first preview was released on
August 18, 2015. The final release was made available to Windows Insiders on November 3, 2015,
followed by a public release on November 12, 2015 to existing Windows 10 users, and as a free
upgrade from Windows 7 and Windows 8.1. Unlike the initial release of Windows, this branch was
also made available to existing Windows Phone 8.1- devices and the Xbox One and as a preview
release to Windows Server 2016, and was pre-installed on new Windows 10 Mobile-devices like the
Microsoft Lumia 950. The Threshold 2 release of Windows 10 is supported for users of the Current
Branch for Business (CBB).

Version 1607 (Anniversary Update)

Windows 10 Anniversary Update, or Windows 10 Version 1607 (build 10.0.14393), codenamed
"Redstone 1", was the second major update to Windows 10 and the first of the 4 major updates
planned under the Redstone codenames. It carries the build number 10.0.14393 and version 1607.
The first preview was released on December 16, 2015. It was released to the public on August 2,
2016. The Redstone 1 release of Windows 10 is supported for users of the Current Branch (CB) and
the Long-Term Support Branch (LTSB)

Microsoft is experimenting with a new tool that allows you to get a clean Windows 10 system. The
“‘Reset your PC” option just resets your PC to its manufacturer default settings, and many PC
manufacturers include a lot of junk on their PCs. You can always reinstall Windows 10 yourself, but
you must download installation media. To make getting a clean Windows 10 system easier there’s a
new “Learn how to start fresh with a clean installation of Windows” option at Settings > Update &
Security > Recovery. This currently links a Microsoft Answers forum thread where you can download
a tool that walks you through the Windows 10 reinstallation process.

It's easier to get to the Action Center. The Action Center button is now located in the extreme right
corner of the taskbar, making it easier to find. It's no longer mixed in with the other system tray
icons. Notifications are now grouped by app in the Action Center. They'll take up less screen space,
and you can see more notifications at once.

Windows 10’s Anniversary Update includes many more changes than these, with small
enhancements and bug fixes everywhere. Here are some of the more interesting changes:

e The “blue screen of death” that appears when your Windows PC freezes now features a QR
code, allowing you to more quickly search for the error with your phone.
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Your PC ran into a problem and needs to restart. We're just

collecting some error info, and then we'll restart for you.

25% complete

For more information about this issue and

possible fixes, visit

http://windows.com/stopcode

' If vou call a support person. aive them this info:
Stop code: CRITICAL PROCESS DIED

Microsoft is adding QR codes to its Blue Screen of Death (BSOD). It's the biggest change to the
BSOD since the software maker removed a lot of crash details in Windows 8 and replaced them
with a frowning face. The new QR codes are featured in the latest preview of Windows 10, and
debuted this past summer as the Anniversary Update.

Microsoft is using the QR codes to help support technicians identify error codes in the blue screens,
and for Windows 10 users to quickly scan them from a phone to find support articles and assistance.
BSOD's have often been complicated to understand, and difficult to use to identify the root cause of
an issue, but this simplified approach could help Windows 10 users troubleshoot any system issues.

The Settings app has seen an overhaul. Each page in the Settings app now has a unique icon.
Pin a settings page to your Start menu and it’ll use that unique icon.

Activation has been tweaked. A “digital entittement” your hardware received if you took
advantage of the free Windows 10 upgrade offer is now known as a “digital license”. If you sign
in with your Microsoft account, the entitlement will be associated with your Microsoft account
offline. If you need to re-activate Windows 10 in the future (hardware change), the activation
wizard will use your Microsoft account to re-associate the digital license with your hardware.
You can now reset apps (which works by clearing an app’s cache data) on Android devices.
Head to Settings > Apps and features, select an app, and select “Advanced options”. This same
screen allows you to remove “add-ons” and downloadable content associated with apps.

The Windows Game Bar, which allows you to control the Game DVR feature for recording
videos of your gameplay, has been updated with support for more full-screen games. Just press
Windows + G on your keyboard while playing one of these new games to bring it up.

The Xbox app now provides “game hubs” for the top 1000 most popular Windows desktop
games, so it's more integrated with the games people are playing on PCs. They'll appear in
Xbox activity feeds, too.

Many accessibility features were improved, with faster text to speech, new languages for text to
speech, and various improvements to apps like Edge, Cortana, Mail, and Groove.

When you need to enter credentials, Windows will now allow you to choose Windows Hello, a
PIN, a certificate, or a password.
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Version 1704 (Creators Update)

Windows 10 Creators Update or Windows 10 Version 1704, codenamed "Redstone 2", is the third
major update to Windows 10 and the second of the 4 major updates planned under the Redstone
codenames. The first preview was released to Insiders on August 11, 2016.

The Windows 10 Creators Update is due to hit PCs in April, 2017. Like other updates to Windows
10, it’s free, and includes a host of new features.

Whats New in Windows 10 Update in the Creators Update

Andre Da Costa | February 5, 2017

The Windows 10 Creators Update introduces new changes to the Windows Update service for
select editions of the operating system. This is excellent news for Windows Home Edition as they
are configured by default to download and install every update the software firm releases. The
objective is to keep users secure and resolve problems quickly. The Anniversary Update, launched
in August 2016, gave Windows 10 Home users more flexibility, with options such as active hours
and restart options. This resolved complaints from users regarding forced restarts that can
sometimes occur without the user’s consent.

S

For higher editions of Windows 10 such
as Pro, Enterprise, and Education, the
Creators Update is now giving those users
some love.

s et

A common frustration with Windows
Update in Windows 10 is the reliability of
the service. Because of my bandwidth
issues, You have to customize Windows
10 to prevent Windows Update from
downloading large updates on a metered
connection. In the Creators Update,
Windows 10 Pro or higher now includes
the option to pause updates for up to 35 days. When enabled, updates will not be downloaded for
that that time, but virus definitions for Windows Defender will still be required.

This is a significant concession and is workable and a very welcome improvement.
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¢ Settings = a x

& Advanced options

After a feature update is released, defer the install for this many days:

0

After a quality update is released, defer the install by this many days

0

Pause Updates

You can temporanly pause updates from being installed for up to 35 days. Some updates, like Windows
Defender definition updates, will continue to be installed.

@ on
Updates are paused until 2/26/2017
se how updates are d
Note: Windows Update might update itself automatically first when checking for other updates.
Privacy settr g

Need a hand?

Speaking of big, Microsoft is doing something about those large cumulative updates too. A new
option called the Unified Update Platform provides differential updates; instead of packing on the
same set of updates each time with more code. Windows Updates will simply download the changes
needed based on your system configuration; leading to smaller downloads, more reliability, better
performance and less of the common “stuck at 0%” for an eternity.

Update status

Updates are available.

Downloading updates 0%

One issue with the new changes, though — and this primarily affects Windows Insiders and users
downloading the feature update on day one — you won'’t easily get that ESD file anymore. A file with
the ESD file extension is a file downloaded using Microsoft's Electronic Software Download
application and delivers a compressed image of the Windows 10 installation files,. That said, the
Microsoft Software Download Page and Media Creation Tool will be able to download the
appropriate 1SO file.
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Another change users should be aware of is the default behavior for how updates are delivered. The
option to receive updates from PCs on a local network and PCs on the Internet is now enabled by
default. If this is a problem for you, you can toggle it off. You should keep it disabled as it causes
high CPU spikes. So, if you notice your laptop fan on constantly, this is likely the culprit.

@ Choose how updates are delivered

Updates from more than one place

Download Windows updates and apps from other PCs in addition
to Micrasoft. This can help speed up app and update downloads,
Learn miore

When this is turned on, your PC may also send parts of previously
downloaded Windows updates and apps to PCs on your local
netwark, or PCs an the Internet, depending on what's selected
below.

@ on

Get updates from Microsoft, and get updates from and send
updates to

D PCs on my bocal network

@} PCs on my local network, and PCs on the Internet

Meed a hand?
Chat with an agent that can point you to the est help or walk you step-by-step,

Contact support

A more accessible option for including drivers updates from Windows Update is now available.
Users might want to turn this off too if they experience problems with an offending driver delivered
through Windows Update; especially, if the hardware device or component is working fine already.
Previously this was buried under the old Advanced System Settings interface.
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Device installation settings

Do you want to automatically download manufacturers' apps and custom icons
available for your devices?

(O Yes (recommended)

€ Advanced options

(®) No (your device might not work as expected)

Choose how updates are installed

D Give me updates for other Microsoft products when | update Windows.

Include driver updates when | update Windows

D Use my sign in info to automatically finish setting up my device after an update.
Learn more

Privacy statement

For business users, Windows Update exposes previously hidden configurations for delaying feature
updates. In the past, an Administrator could only find this setting using the Group Policy editor. Now
it’s right there in the main interface.

If you use Windows 10 in a domain/large organization, you can now easily toggle settings for how
future updates are delivered. The Current Branch is probably the safest to leverage in the business.
It will only deploy updates as they become available after Microsoft confirms they have been
thoroughly tested and fit for production. This is likely to affect future releases of Windows 10 going
forward such as the upcoming Redstone 3. Advanced options also provide options to delay both
feature and quality updates up to eight days.


https://www.groovypost.com/howto/join-a-windows-10-client-domain/

22 Advanced options

Choose when Feature and Quality Updates are installed

Choose the branch readiness level to determine when feature updates are installed:

Current Branch -~

After a feature update is released, defer the install for this many days:

0 e

After a quality update is released, defer the install by this many days

0 =~

If you need more time, you will need to turn to the Group Policy editor or the registry to make
modifications that can defer a feature update for up to 1 year.



wr Select when Feature Updates are recerved

P=] Select when Feature Updates are received = - [

MIETIOUSSELUNG Next Setting

O Not Configured ~ Comment:

(®) Enabled

() Disabled

Supported on: | A jeast Windows Server 2016 or Windows 10

Options: Help:

Select the branch readiness level for the feature Enable this policy to specify what type of feature updates to 2
updates you want to receive: recesve, and when.

Current Branch v The branch readiness level for each new Windows 10 feature

update is intially considered a “Current Branch” (CB) release, to
After a feature update is released, defer receving it be used by organizations for inttial deployments. Once Microsoft
for this many days: has verified the feature update should be considered for
' enterprise deployment, it will be declared a branch readiness

365 S| level of “Current Branch for Business” (CBB).

Pause Feature Updates starting You can defer receiving feature updates for up to 365 days.

Il To prevent festure updates from being received on their
scheduled time, you can temporarily pause feature updates. The
pause will remain in effect for 60 days or until you clear the start
date field.

(format yyyy-mm-dd example: 2016-09-16)

To resume receiving Feature Updates which are paused, clear the
start date field.

if you disable or do not configure this policy, Windows Update |,
o ][ oment ][ towy

Microsoft does offer an official tool that can also defer feature updates if users believe their system
is not compatible with a release of Windows 10. There is not a lot of coordination between Microsoft
and OEM'’s, so you won’t know for sure if a system is compatible with Windows 10 Creators Update
or not unless the update tries to install and then fails.




Hide updates

Updates are available, Select the updates that aren't working, Windows will net install
hidden updates. Run this troubleshooter again to show hidden updates so they install
automatically.

[ 1 Intel - WLAN - Intel(R) Centrino(R) Ultimate-M 6300 AGMN [
] Senix - Camera, Other hardware - HP HD Webcam [Fixed]

L] Intel driver update for Intel(R) Management Engine Interface

[ ] Windows Malicious Software Removal Teol for Windows 8, 2.1, 10 and Windows Server ...
[] Cumulative Update for Windows 10 Version 1311 for x64-based Systerns (KB3133173)

L] INTEL driver update for Intel(R) 6 Series/C200 Series Chipset Family USB Enhanced Host...

L] INTEL driver update for Intel(R) 6 Series/C200 Series Chipset Family PCI Express Root Po...

(] INTEL driver update for Intel(R) 6 Series/C200 Series Chipset Family PC| Express Root Po...

L] INTEL driver update for Intel(R) 6 Series/C200 Series Chipset Family PCI Express Root Po...
[TTIMTFI driver nndate far InteliBY OBART Fynrecs Chincet Famile | DO Interfare Cantraller -

The changes are small but welcome. When combined with existing options that have been added
since version 1607 such as Restart Options and Active Hours, and even the expanded metered
connection settings, users will feel more empowered about getting updates for Windows 10.

https://www.groovypost.com/news/microsoft-windows-10-update-services/

New Windows 10 accessibility features will improve many lives
Mark Kaelin | February 7, 2017, 12:26 PM

On February 1, 2017, Microsoft announced the release of Windows 10 Insider Preview Build 15025
for PC to Windows Insiders in the Fast ring. While the build has been dubbed the primary build for
the second Creator's Update Bug Bash, there is actually something more interesting about it than
that. Build 15025 marks the addition and improvement of several accessibility features directly
requested via customer feedback.

One of the new features in Build 15025, and consequently one of the features Microsoft would like
to see some feedback on, is braille support for Narrator. This will be an important feature addition to
Windows 10 for the vision impaired.

Updates in Windows 10

In previous versions of Windows, users had total control over how they wanted their systems to
update. You could have your system scan for updates automatically and install them straight away
or when you chose, or you could manually look for updates periodically. Alternatively, you could turn
the function off completely and never update your system.

Whatever earlier version of Windows you currently owned, those are the options you had. But with
Windows 10, that flexibility in choice changed. Depending on which version of Windows 10 you run,
you’ll be on a specific service branch which will dictate how updates are handled.
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(© Update and recovery Windows Update

Installing updates

Windows Update

Preview builds Cancel

File History View your update history

Recovery Choose how updates get installed

For Windows 10 Home users, as well as people who upgrade to Windows 10 for free, all updates
which includes security patches, bug fixes and new features—will be installed automatically. There is
no choice to opt out of them or to delay their download. They’ll either be installed automatically or on
the next manual system reboot (You can disable updates for Microsoft Office and other Microsoft
programs). This is what Microsoft is calling the Current Branch (CB).

Windows 10 Pro, has a toolbox of options. Even though the defaults are like those in Windows 10
Home, Pro offers more control over your Windows Updates. The Windows 10 Pro Creators Update,
for instance, lets you pause updates for up to 35 days. In current and previous releases, you could
configure these options through the Group Policy editor; a feature that has always been exclusive to
the Pro SKU. For most windows 10 users the pause option is a welcome addition.

= Settings
& Advanced options
Choose when Feature and Quality Updates are installed

Pause Updates

Updates are paused until 2/20/2017

indows Update might update itself automatically first when checking for other

How to Check for and Install Windows 10 Updates

Microsoft has made it easier for Windows Update to keep Windows 10 updated by automatically
downloading and installing the latest features and improvements, drivers, and hotfixes released by
Microsoft—and with fewer interruptions and restarts when you're using your PC the most. The latest
updates will automatically download and install when they’re available. (Unless you’re on a metered
connection, then updates won’t download until you manually check for updates.)
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Microsoft releases important updates every second Tuesday once a month, known as Patch
Tuesday. However, updates could be released at any time.

Windows 10 will automatically check for new Windows Updates at the time you have set in
automatic maintenance and runs scheduled maintenance on a daily schedule when you're not using
your computer. This feature was first introduced in Windows 8

The Automatic Maintenance window allows you to select the time of day you want to run
maintenance tasks, and are only run if your computer is not in use. In addition, you can allow the
scheduled maintenance to wake up your computer when it is plugged in to run the maintenance
tasks at the specified time.

When Allow scheduled maintenance to wake up my computer at the scheduled time is selected
(there is a check mark in the box), and you are running a laptop or a tablet on a battery, Automatic
Maintenance will not wake up your system, preserving your battery power. However, if your
computer is in Sleep mode while plugged in, Automatic Maintenance wakes up your computer and
the maintenance tasks are performed using the full system resources so the tasks are performed as
fast as the system can. After the system completes the maintenance tasks, it returns to Sleep mode.

Automatic Maintenance includes such tasks as software updates, Windows Updates, security
scanning, and system diagnostics. This maintenance will run daily if you aren't using your computer
at the time you've chosen. If your computer is in use at the scheduled time or maintenance is behind
schedule, Automatic Maintenance will run the next time the computer is not being used.

The goal of Automatic Maintenance is to combine all background maintenance activity in Windows
and help third-party developers add their maintenance activity to Windows without negatively
impacting performance and energy efficiency.

Here's How:

1. Open the Control Panel (icons view), click on the Security and Maintenance icon.

2. In Security and Maintenance, expand Maintenance, and click on the Change maintenance
settings link under Automatic Maintenance. (see screenshot below)
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@ ~ 1 W » Control Panel » All Control Panel ltems » Security and Maintenance v ¢ Search Control Panel
Control Panel Home 5
Review recent messages and resolve problems
Change Security and No issues have been detected by Security and Maintenance,
Maintenance settings
4 Change User Account Control z
settings Security i @
¥ C";,"ge Wirdows Smartadeen Maintenance L Click on to expand open >~
settings ez
View archived messages Check for solutions to problem reports On
Check for solutions | Privacy statement | Settings | View reliability history
Automatic Maintenance No action needed
Last run date: 11/27/2014 7:54 PM
Windows automatically schedules maintenance activities to run on your computer,
§ Start maintenance | Change maintenance settings ———
4 Veng "9 Click on
HomeGroup You belong to a homegroup
View homegroup settings
File History Off
File History is off.
Turn on
Drive status oK
All drives are working properly.
Device software No action needed
Seealso If you don't see your problem listed, try one of these:
File History
Windows Update m Troubleshooting ! : !‘ r \/ Recovery
Windows Program - Find and fix problems = Refresh your PC without affecting
Compatibility Tr yoter your files, or reset it and start over.

»
(2]

3. Select the time that you would like to have Automatic Maintenance run daily at, then allow (check)
or not allow (uncheck) Allow scheduled maintenance to wake up my computer at the

scheduled time. When finished, click on OK. (see screenshot below)

NOTE: By default, Automatic Maintenance is set to wake up your computer and run maintenance

tasks at 2 AM.

Automatic Maintenance

ically runs sci i e on a daily schedule when you're not using your
computer.

This includes tasks such as software updates, security scanning, and system dizgnostics. This maintenance
will run daily if you aren't using your computer at the time you've chosen, If your computer is in use at the
scheduled time or maintenance is behind schedule, Automatic Maintenance will run the next time the
computer is not being used,

Automatic Maintenance

@
L Run maintenance tasks daily at 200aM v ———_Select time

P —
Check or —{¥] Allow scheduled maintenance to wake up my computer at the scheduled time

. Uncheck |

oK Cancel

@ ~ 1 W » Control Panel » All Control Panel ltems » Secunity and Mai er A ic Mai e v| ¢ | Search Control Pane

)

4. When finished, you can close Security and Maintenance if you like.
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This next tutorial will show you how to manually check for and install available updates in Windows

Update for your Windows 10 PC.

Here's How:

1. Open Settings, and click on the Update & security icon.
2. Click on Windows Update on the left side, and click on the Check for updates button.

< Settings

£ Home

Update & security

~ : o — e
I Z  Windows Update ~ 1. Click OI‘lJ

Windows Defender

AR
-w

-l

Backup

O Recovery

©@ Activation

i For developers

Az Windows Insider Program

Update status

Your device is up to date. Last checked: Yesterday, 5:20 PM

Check for updates -, 2, Click on)

Update history

Update settings

Available updates will be downloaded and installed automatically,
except over metered connections (where charges may apply).

Change active hours
Restart options
Advanced options

Looking for info on the latest updates?

Learn more
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3. Windows will now check for updates (see screenshot below).
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4. Windows will now automatically download and install any available updates.
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5. If there were problems installing any updates, click on Retry to try installing them again
(see screenshot below).
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6. If a restart has been scheduled to finish installing and applying available updates, then you either:
click on Restart now, let Windows restart later (change active hours), or use a custom restart time.
(see screenshot below).
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You can also select to receive updates for other Microsoft products like Microsoft
Office and also setup how updates are delivered to your PC.

Here's How:

1. Open Settings, and click on the Update & security icon.

2. Click on Windows Update on the left side, and then click on the Advanced options link under
Update settings (see screenshot below).
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A Windows Insider Program

Learn more

3. Check (turn on - default) or uncheck (turn off) the Give me updates for other Microsoft
products when | update Windows box for what you want.

<« Settings

€ Advanced options

Choose how updates are installed

Give me updates for other Microsoft products when | update Windows. ~=::_£|I Check or
Uncheck

|:| Defer feature updates
Learn more

Use my sign in info to automatically finish setting up my device after an update.
Learn more

Privacy statement

Choose how updates are delivered

Note: Windows Update might update itself automatically first when checking for other updates.

Privacy settings
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4. Click on the Choose how updates are delivered link.

¢ Settings
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Choose how updates are installed
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Windows.
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Learn more

View your update history
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Get Insider builds
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1.

2.
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Turn the toggle to left to stop getting the updates from more than one place (PC on local
network or PC on local network plus Internet).

Click on "PC’s on my local network".

€ Settings
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Updates from more than one place
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Learn more
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below.

o} On<:|

Get updates from Microsoft, and get updates from and send
updates to

(® PCs on my local network

O pCs on my local network, and PCs on the Internet




How to Find Out Which Build and Version of Windows 10 You Have

“Windows 10” is apparently here to stay, and Microsoft won’t be bumping things up to Windows 11
any time soon. Here’s how to find out what “build” of Windows 10 you have — you can think of it like
a service pack level — as well as which edition and version of the operating system you have.

Microsoft has hidden the build number attempting to make Windows 10 look always-up-to-date, and
there are still different editions of Windows 10 with different features. Microsoft is also still offering
both 64-bit and 32-bit versions of Windows 10, too.

Use the Settings App

The new Settings application also offers this information in a user-friendly form. To launch it, click or
tap the Start button and select Settings. (see screenshot below).

_ Phone Compa... = Twitter
File Explorer

Settings
© Power

= Al apps

Ask me anything

Navigate to System > About and scroll down. You'll see the “Version” and “Build” numbers here.

Edition: The “Edition” line tells you which edition of Windows 10 you’re using — Windows 10
Home, Professional, Enterprise, or Education. If you'd like to upgrade to Windows 10
Professional, you can upgrade to the Professional edition from within Windows 10.

Build Number: Look at the “Version” and “OS Build” lines. If you have the original version of
Windows 10, you'll just see “OS Build 10240”. This was the initial release of Windows 10. If you
have the “November Update” version of Windows 10 — Windows 10’s first big update — you'll
see a new version number scheme here. It'll say “Version 1511 (OS Build 10576.29)”.

The “1511” is the key. This number identifies that you're using the build of Windows 10 released
in November (the 11th month) of 2015. If Microsoft were to release a build of Windows 10 in
April (the 4th month) of 2016, its version number would be “Version 1604”.

64-bit or 32-bit: The “System type” line tells you whether you’re using the 32-bit version of
Windows 10 or the 64-bit version. It also tells you whether your PC is compatible with the 64-bit
version or not.

For example, “64-bit operating system, x64-based processor” indicates you're using a 64-bit
version of Windows 10 on a 64-bit processor. “32-bit operating system, x64-based processor”
indicates you’re using a 32-bit version of Windows 10, but you could install the 64-bit version on
your hardware if you preferred. (see screenshot below).
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Use the Winver Dialog and Control Panel

You can use the old standby “Winver” tool to find the build number of your Windows 10 system. To
launch it, you can tap the Windows key, type Winver” into the Start menu, and press Enter. You
could also press Windows Key (3) + R, type “Winver” into the Run dialog, and press Enter.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

r_j

Open: winver

Winver will tell you which build of Windows 10 you have. Again, the version number is in the form
YYMM, where 1511 means the 11th month of 2015. Latest version is v1607 OS Build 14393.726

You'll also see the edition of Windows 10 you’re using displayed in the Winver dialog. It states
“Windows 10 Home” (see screenshot below).



About Windows

o Windows10

The Winver dialog doesn’t display whether you’re using a 64-bit or 32-bit version of Windows 10, but

Microsoft Windows

Version 1511 (0S Build 10586.29)

(€ 2015 Microsoft Corporation. All rights reserved.

The Windows 10 Home|operating system and its user interface are
protected by trademark and other pending or existing intellectual
property rights in the United States and other countries/regions.

the Control Panel does. To open this screen, right-click “This PC” in a File Explorer window and
select “Properties”. You can also open the Control Panel window, click “System and Security,” and

then click “System”
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The “Windows edition” section at the top of the window displays which edition of Windows 10 you're

using, while the “System type” line here displays whether you’re using a 64-bit or 32-bit edition of

Windows 10, and whether your computer’s hardware is 64-bit compatible or not.
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This information is important if you want to know whether your Windows 10 machine has received
an update yet, figure out if you have a feature available only in certain editions of Windows, or find
out whether you should download the 64-bit version of a program or not.

CNET - Computers
Microsoft won't fix the most frustrating thing about Windows

| asked a Microsoft spokesperson if the company was doing anything about forced updates. Here's
the statement | got:

Once a machine is upgraded to Windows 10, it will remain current through Windows Update for the
supported lifetime of the device, with safety and security, productivity, and entertainment value over
time. This is what we mean when we talk about delivering Windows as a service, and it is one of our
core inspirations for Windows 10. We'll keep listening to our customers, improving the experience
month after month. Windows 10 is an operating system that will run on a range of devices -- from
Xbox to PCs, phones to tablets and tiny gadgets -- all of which are connected and kept up-to-date
by Windows Update. Both enterprises and consumers benefit. The optimum way to ensure our
customers are running the best Windows is to get them the latest updates for Windows 10.
Delivering Windows 10 as a service means we can offer ongoing security updates, new features
and capabilities - we'd like to make sure people can get access to the latest Windows 10 updates as
soon as they are available.

https://www.cnet.com/news/microsoft-windows-10-forced-updates-auto-restarts-are-the-
worst/?ftag=CAD5920658&bhid=24244554432464231393607109861960

In other words, Microsoft thinks it's super important that you get the updates. "Auto-restarts" are a
feature, not a bug.
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In fact, Microsoft has been actively getting rid of ways to keep users from disabling automatic
updates: in Windows 10 Pro and above, you used to be able to do that from the Group Policy tool.
As of the Windows 10 Anniversary Update, though, that option is gone.

And while the next version of Windows will let you stave off updates for a 35-day period (if you paid
extra for a Pro, Enterprise or Education-grade copy of Windows, which sounds like a moderate form
of blackmail), my understanding is that even those versions won't let you cancel an update that's
already been delayed and is now about to occur.

(sean.hollister@cbsinteractive.com.)

INFOWORLD:

http://www.infoworld.com/article/3160527/microsoft-windows/why-microsoft-forced-windows-10-upgrades-last-
friday.html?idg_eid=08d5c964c9dce5ecf8376e4891b5¢c168&utm_source=Sailthru&utm medium=email&utm_campaign
=InfoWorld%20Daily:%20Afternoon%20Edition%202017-01-23&utm_term=infoworld daily

WOODY ON WINDOWS By Woody Leonhard
So far Windows 10 has appeared in three versions:

The original, RTM version (called 10240 and 1507), now at build 10240.17236
Fall Update version 1511 (later renamed November Update), now at build 10586.753
Anniversary Update version 1607, now at build 14393.693

There's a fourth version, called Creators Update, expected in March or April. You can call it 1704.

Microsoft has invented a conceptual superstructure of the versions that consists of the CB (Current
Branch), the CBB (Current Branch for Business) and the LTSB (Long-Term Servicing Branch). See
screenshot.

Windows 10 current versions by servicing option

Servicing option Version 0S build Availability date Latest revision date

Current Branch (CB 1607 14393.68 B/2/2016 1072017 Microsoft recommends

Current Branch (CB) M 10586.753 1171272015

Current Branch (CB 1507 (RTM

Current Branch for Business (CBB

Current Branch for Business (CEE M 0586.753 4/872016

Current Branch for Business (CBB 1507 (RTM

Long-Term Servicing Branch (LTS8 1607 14393.693

Long-Term Servicing Branch (LTSE 1507 (RTM

You can read the formal description on Microsoft's website. The basic idea is that Win10 users bang
around on the CB until Microsoft feels comfortable elevating the branch to CBB. Once a version is
CBB-worthy, it's been thoroughly tested. Before that, well, you can draw your own conclusions.

The "for Business" bit is a red herring as any Windows user who's sufficiently wily can hold off on
installing upgrades until a CB version has been awarded CBB status. (LTSB is a different animal
entirely, suitable for "Specialized systems — such as PCs that control medical equipment, point-of-
sale systems, and ATMs.")

When you read jokes about unpaid beta testers, jokesters are referring to people who use a CB
version of Win10 before it's granted CBB status. They are, in fact, running released versions of
Win10 that haven't yet been certified as viable for Microsoft's most important customers. It's
important to realize that "CBB" doesn't refer to a different version of Windows. It's simply a
designation that this specific version of Winl0 is ready for prime time.
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How long between CB and CBB? Good question. For 1511 it was five months (from Nov. 10, 2015
to Apr 8, 2016). For 1607 it took almost four months (from Aug. 2, 2016 to Nov. 29, 2016).

There's a next step, after a version is deemed worthy of the CBB title. This is the one that tripped up
people over the weekend.

At some point after being declared CBB, Microsoft publishes the anointed version of Win10 to the
Volume Licensing Service Center and republishes the version upgrade on the Windows Update
server. The version itself doesn't change one iota. But the fact that it's published on those servers
releases a cascade of actions that may not be obvious.

Version 1607 was published last Friday, Jan. 19, or 62 days after it hit CBB. Microsoft's intentionally
vague about how long they'll take to go from CBB to fully published.

When Microsoft publishes the official CBB version:

Windows Update unhides the upgrade, if it was hidden with wushowhide. This is the way "hide" has
always functioned in Windows Update: If there's a new version of a patch released (in this case,
"Feature update to Windows 10, version 1607"), previous attempts to hide the patch get overridden.

Those who have "Defer Upgrades" checked in Windows Update (Start > Settings > Update &
security > Windows Update) get upgraded to the next version, unless there's an update server such
as WSUS or SCCM in the middle, or a Group Policy has been set to slow it down even more. The
upshot is that most folks who were holding off 1607 by either using wushowhide or by checking the
"Defer Upgrades" box in version 1511 had their choice overridden over the weekend. That came as
quite a shock, with many people complaining about how their machines went down for the count.

There's no way to predict how long a version will take to go from CB to CBB. There's no way to
predict how long a version will take to go from CBB to fully published. We had no warning when
1511 was published on the VLSC servers or when 1607 was published on the VLSC servers.

For those of you who were upgraded and didn't want to be — sorry about the hour or two takeover of
your machine — your best bet is to roll back the upgrade, then use either GPEdit (for those of you
with Win10 Pro) or wushowhide to hide "Feature update to Windows 10, version 1607."

Microsoft has another complex formula for determining when a release of Windows 10 will reach
"end of life" — the point at which no more cumulative updates are offered. EOL occurs the later of
either of the following:

Eighteen months after the version is released (which is to say, when it becomes Current Branch)
Sixty days after the next version is published to the VLSC server

In this case, that means version 1507 — the original, RTM version of Win10 — will no longer be
supported after March 20, 2017, the "60 days after next version is published" limit. The definitions,
descriptions, settings, and durations are all evolving, and it looks like we'll have yet another bunch of
changes for version 1704.
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How to Fix Windows Update When It Gets Stuck
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Windows Update is supposed to work silently in the background, but it may refuse to continue if it
can’t install an individual update.

This can happen on Windows 7, 8, or 10, but it's become especially common with Windows 7.
Sometimes updates will error out, or sometimes Windows Update may just get stuck “searching for
updates” forever. Here are a few ways to give it a kick start.

Windows 7, 8, and 10: Run the Windows Update Troubleshooter

Windows includes a built-in troubleshooter that may be able to help fix a stuck update. It's the
easiest method to try, so go ahead and run it first. The troubleshooter performs three actions:

1. It shuts down Windows Update Services.

2. It renames the C:\Windows\SoftwareDistribution folder to C:\Windows\SoftwareDistribution.old,
essentially clearing the Windows Update download cache so that it can start over.

3. It restarts the Windows Update Services.

This troubleshooter is available on Windows 7, 8, and 10. You'll find it in the same place on all
current versions of Windows.

To run the troubleshooter, hit Start, search for “troubleshooting,” and then run the selection that
search comes up with.


http://www.howtogeek.com/247380/how-to-fix-windows-update-when-it-gets-stuck/
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In the Control Panel list of troubleshooters, in the “System and Security” section, click “Fix problems
with Windows Update.” (See screenshot below).
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In the Windows Update troubleshooting window, click “Advanced.”
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Troubleshoot and help prevent computer problems
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In the advanced settings, make sure that the “Apply repairs automatically” check box is enabled,
click “Run as administrator” and then click Next. Giving the tool administrative privileges helps
ensure that it can delete files in the download cache. (See screenshot below).
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The troubleshooter works through its process and then lets you know whether it could identify and
fix the problem. Most of the time, the troubleshooter can successfully remove a stuck update from
the queue. Go ahead and try running Windows Update again. Even if the troubleshooter says it

couldn’t identify the problem, it's possible that the actions of starting and stopping the service and

This should hopefully become a bit easier in the future. In October 2016, Microsoft announced it was
making changes to the way Windows 7 and 8.1 are “serviced”, or updated. Microsoft plans to
release fewer small updates and more bundles of large updates. It will also begin combining
previous updates into a monthly update rollup. This will mean fewer individual updates to install, and
updating newly installed Windows 7 systems should become faster over time.

Windows 10 install problems — and how to solve them

Woody Leonhard Senior Contributing Editor, InfoWorld

Windows 10 has been out for 18 months and many of you — some grudgingly, perhaps — have
decided to upgrade. Often that goes smoothly. Sometimes, not so much, which is why we’re
flagging the most common problems and how to deal with them.

If your upgrade failed on the first try, take these three simple steps before you try again:

Disable antivirus and firewall — even Microsoft’s antivirus and firewall
Disconnect unnecessary USB-connected items: drives, modems, dongles, toasters, and so on
Reboot

You'd be surprised how often an install will go through the second time, once your machine sheds
its odd peripherals.

Run a troubleshooter

If you can’t figure out what’s wrong with your machine — that is, why an update doesn’t take — you
should start with Microsoft’s downloadable troubleshooters. They don’t work all that frequently, but
they’re easy to use and if you're lucky can save you a lot of headache.

Go to the Windows Update Troubleshooter page and download the Troubleshooter for your version
of Windows. The downloaded file is called latestwu.diagcab. Double-click on it and you’ll see the
Troubleshooter (see screenshot below).
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Click on the Advanced link, then click Run as Administrator. Click Next. The Troubleshooter will take
a minute or two to scan your update files and settings. If it encounters any problems, it will fix them
automatically. To see the results of the scan, click the link to View detailed information. Click Close,
and the Troubleshooter disappears. Try running the upgrade again.

Blast away temporary files

If the Troubleshooter doesn’t catch the problem, there’s one more general trick you should try.
Sometimes the hidden folder used to store upgrades (both Win7-to-Win10 and Win10 version-to-
version) can get corrupted. Corruption is bad in any form. Regardless of which version of Windows
you're using, try this:

Step 1. Navigate to C: Look under This PC if you can't find it immediately.

Step 2. Show hidden files: | recommend you show hidden files all the time, In Win10, click View,
then check the box marked Hidden Items. In Win7, click Folder Options, View, and under Advanced
Settings check Show Hidden Files, Folders, and Drives.

Step 3. Rename the folder called $WINDOWS.~BT: to SWINDOWS.WoodySaidZaplt or similar.

Step 4. Run the update again: If the update works, simply delete the renamed folder
SWINDOWS.WoodySaidZaplt.

Sometimes cleaning out the SoftwareDistribution folder does the trick. Ask Woody Lounger jmwoods
has detailed instructions for stopping the Windows Update service, renaming the
SoftwareDistribution folder, then restarting Windows Update.

You probably don't need a product key
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If you encounter a dialog like this one, insisting that you type in a product key, simply click Skip and
don’t worry about it. Yes, the “free” upgrade to Windows 10 officially ended on July 29, 2016. No,
the installer doesn’t enforce it: Win10 upgrades from genuine Win7 and 8.1 are still free as a breeze.
Microsoft knows all about the nod-nod-wink-wink free upgrade lapse and hasn’t taken any steps to
change it.

If you’re upgrading from a “genuine” Windows 7 or 8.1 machine, click Skip, Do This Later, or Next
(depending on the dialog box). Don’t bother trying to find a Windows 10 key. Chances are very good
that Windows will recognize the error of its ways and not bother you again, although it may take a
couple of days for the activation routine to figure it out.

If you’re installing Win10 fresh — a clean install - you can type in any valid Win7 or 8.1 key and the
Win10 installer will accept it. After all, it's in Microsoft’s best interests to get everybody on Win10.

If all else fails, and you've waited a few days (rebooting occasionally), try an automatic phone
activation. Grab a pencil and a piece of paper. Press Windows key-R. Type:

slui.exe 4

(Note the space.) Hit Enter. Choose your country. You'll receive a toll-free number and a
horrendously long list of numbers known as the “installation ID.” Call the toll-free number and type in
the installation ID. You will hear an automated voice give you an installation key. Write it down. Click
Next on the slui dialog box and type in the numbers; you should be home free.

If that doesn’t work, get on the phone and talk to a human. I've been working with phone activation
for many years, and although there are a few notable exceptions, in almost every case, if you have
a good story you'll get a Windows 10 key. Tell the folks on the other end of the phone that you had a



http://www.microsoft.com/en-us/licensing/existing-customer/activation-centers.aspx

N =

genuine copy of Windows 7 or 8.1, but you used the Windows 10 Media Creation Tool to create a
boot USB, then perform a clean install.

If they suggest you reinstall Win7 or 8.1 and upgrade again, tell them it would be a pain in the neck
because you’ve been using the system for several days. Sometimes a gentle request for a
supervisor works.

If the installer hangs for hours or reboots continuously

First, make sure you've disconnected any nonessential hardware: Unplug all hard drives other than
the C: drive. Yank that external hard drive and disconnect peripherals that aren’t absolutely
necessary, including extra monitors, smart card readers, weird keyboards, whatever. If possible,
turn off Wi-Fi and plug into a router with a LAN cable (that worked for me).

Second, make sure you have the right upgrade: 32-bit for 32-bit machines, 64-bit for most. If you
started with Windows 7 Starter, Home Basic or Home Premium, or Windows 8.1 (standard, usually
called Home), you should install Windows 10 Home. If you started with Win7 Pro or Ultimate, or
Win8.1 Pro or Pro for Students, you should install Windows 10 Pro. If you’re working with any
enterprise version of Windows 7 or 8.1, the upgrade isn’t free -- it's dependent on your Software
Assurance license terms.

Then try running the upgrade again. Doesn’t work? Try the steps in the preceding section to rename
SWINDOWS.~BT and try again.

If you continue to have the same problem, Microsoft’s best advice is to use the Windows 10 media
creation tool to create a USB drive (or DVD). See the Download Windows 10 page for details. Be
sure you follow the steps on that page, in order.

Error: “Something Happened 0x80070005-0x90002”

The Windows 10 installer has such descriptive error codes, doesn’t it?. The 80070005 error has
been around for ages. It generally means the installer can’t work with a file it needs. Possible
causes are many, but if you're upgrading from Win7 or 8.1, you should first make sure you have the
latest “Servicing stack update”.

If you’re upgrading from Win7 to Win10, follow these instructions from Ask Woody Lounge luminary
ch100 to get KB3177467 installed. It's not easy. If you're moving from Win8.1 to Win10, make sure
you have KB3173424 installed. It isn’t as finicky as the Win7 Servicing stack update. With the latest
Servicing stack in place, try running the upgrade again.

Error OxC1900101

That’s a driver error. Microsoft has hit so many of them that it came up with a standalone support
article to walk you through replacing the drivers. Pro tip: It's complicated.

Errors 0x8019001, 0x80070002, Ox87E105DC

If you still can’t get the upgrade installed or you hit that 0x80070005 error when upgrading Windows
10 versions, the general solution goes like this:

Disable all antivirus and firewalls. Yes, even Microsoft’s.

Check the Windows update guided walk-through. Microsoft says it will fix problems with error codes
0x80073712, 0x800705B4, 0x80004005, 0x8024402F, 0x80070002, 0x80070643, 0x80070003,
0x8024200B, 0x80070422, and 0x80070020.

Run the Windows 10 installer again (presumably through Windows Update).

If that doesn’t work, turn your AV and firewall back on, then follow the instructions at KB 947821 to
run DISM or the System Update Readiness Tool.

Turn off your AV and firewall, then try installing Win10 again.
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If that doesn’t work, try any or all of the suggestions listed here.

If those don’t work, download the Win10 installation files using the Media Creation Tool, then
perform a manual install. That will blast away anything you have on your PC — the nuclear option —
but it usually works. If it doesn't ...

When the wheels fall off

If you perform an in-place upgrade (not a clean install) to a new version of Windows 10 and act
quickly enough, you can roll back to your previous version of Windows. If you went from Windows 7
or 8.1 to Windows 10, you have 30 days to change your mind. If you went from Win10 November
Update (Version 1511) to Win10 Anniversary Update (Version 1607), you have only 10 days.

In either case, the method for rolling back is the same, but there are lots of possible gotcha’s. My
February 2016 article on rollbacks covers many of them.

Sometimes an upgrade goes positively terrible: black screens, blue screens, missing Start menu, a
desktop that looks like a cow pie, nonfunctional apps, nonsensical error messages, and all sorts of
variations thereof. That's when you need to hunker down in the Windows Recovery Environment.

Try booting into Safe Mode with Networking:
Step la: Get to your Start menu, hold the Shift key down while you click Start, Power, Restart.

Step 1b: If you can’t get to your Start menu, press Ctrl-Alt-Del, click Sign Out and, at the sign-in
screen hold down the Shift key while you click the power button, then Restart.

Step 2: Once you are in the Windows Recovery Environment, select Troubleshoot, then Advanced
options, then Startup Settings, and Restart. (See screenshot below)

Startup Setting

we trom the OpLIoNS below
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Step 3. When it restarts, you should see a number of options (see above screenshot). Press 5 or F5
for Safe Mode with Networking.

Step 4. Once you sign into your account in Safe Mode, you may be home free. Restart your PC
normally and see if that knocked Win10 upside the head.

Step 5. If you're still having problems, repeat Steps 1 to 4, and see if you can find the source of the
problem. Drivers, in particular, can cause all sorts of calamitous events. If you are running antivirus
software, uninstall it. You can always reinstall it when your machine is feeling better.

As a last resort, add a new local administrator account (Start > Settings > Accounts > Family & other
users > Add someone else to this PC) and reboot.

Now's the time to patch Windows and Office

WOODY ON WINDOWS — INFOWORLD - By Woody Leonhard — January 19, 2017

If your system has multiple monitors and you run games with 3D rendering, be aware that this
month's cumulative updates may mess up your second monitor. Microsoft announced that as a
known issue with the following:

KB 3213986 for the Anniversary Update, version 1607, build 14393.693
KB 3210721 for the Fall (how "November") Update, version 1511, build 10586.753
KB 3210720 for the RMT version (now "1507"), build to 10240.17236

However, I'm not at all sure the symptoms are caused by the patches. Be aware of the problem and
if it happens to you, immediately uninstall the cumulative update.

We still haven't shaken the dicey driver updates. Based on comments on AskWoody from abbodi86
and ch100, it looks like the classic method for disabling driver updates in Group Policy doesn't work
(see Shawn Brink's description on TenForums). The best advice | have at this point is to be aware of
potential problems, make a full system backup before you run Windows Update, and if something
goes kablooey -- you can't use a USB port, your audio stops working, your trackpad doesn't track --
use Device Manager (right-click Start > Device Manager) to roll back the bad patch. If you can't get
the bad patch uninstalled, revert to the system backup and pray that better drivers come out next
month.

I've also seen continuing complaints about the latest cumulative update refusing to install. If you hit
that problem, you can help Microsoft fix it by posting a description of the refusal on the Reddit
Windows 10 forum and working with Microsoft support staff to run diagnostics and submit a report.

With that warning, | say go ahead and take your medicine. Follow the steps in my Windows 10 Tip:
Apply updates carefully. If you find KB 3199986, the "Servicing stack update for Windows 10
Version 1607: October 27, 2016," you want to install it, also any Office, Flash, MSRT, or .Net
updates.

Or you can say "meh" and run Windows Update. May the Cumulative Force be with you.

Don't install Adobe Reader patch

Last week, | warned you about the latest Acrobat Reader DC patch, which automatically installs a
Google Chrome spyware extension. According to @ SwiftOnSecurity, "Adobe pushed this to 30
million people through automatic updater without notice, without prompt, without mention in the
changelog." Google security guy Tavis Ormandy says, "l took a quick look at the extension. There
was an easy privileged JavaScript code execution bug. Sigh." Bottom line: Get rid of Acrobat
Reader and, for heaven's sake, don't install a Reader patch if you find one. No, the Acrobat Reader
patches don't go through Windows Update, but if you're in patching mode, you should triple-check it.
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Much to Microsoft’s credit, | haven’t seen any catastrophic patches for Windows 10, although
many—particularly forced driver changes and the aftermath to release of version 1607—have
triggered plenty of alarm. But we haven’t seen any massive meltdowns caused by Windows
patches, which was an all-too-common occurrence just a few years ago.

Nowadays, the kinds of problems | see most frequently revolve around:

Cumulative updates that don’t install—typically they either hang indefinitely and/or install part way
then automatically roll back to the previous version.

Drivers and/or settings and/or programs that get tossed into the vapor.

Updates that take place at the most inopportune times.

If you judiciously block Win10 updates and wait a week or two to see if there are any problems that
might affect you, if/when a big bug hits you'll be in good shape. Here are the steps every Win10 user
should take to make the most of their deferred updates.

Step 1. If you turned off Windows Update, turn it back on. If you rely on metered connections to
thwart automatic updates, skip to Step 2.

There are many ways to turn off Windows Update but however you disabled it, you need to re-
enable it.

Those of you who followed my instructions to turn off (or Defer) Updates in Step 3 of my Win10Tip
on blocking forced Windows updates, go back into Group Policy editor and restore the settings to
their original position. If you used dcomcnfg to turn the Windows Update service to Disabled, go in
and Enable it.

Reboot. Remember how you changed the settings, because you’ll want to reverse the steps and
block automatic updates again once you finish this procedure.

Step 2. Make sure the updates you don’t want are hidden, and vice-versa. This takes two runs of
Microsoft’'s 1990s-style wushowhide tool to get the hidden and unhidden patches sorted out.

Step 2a. If you don’t already have wushowhide, go to KB 3073930 and download Microsoft’s
Wushowhide tool. (Click the link marked “Download the ‘Show or hide updates’ troubleshooter
package now.”) Drag the downloaded file, Wushowhide.diagcab, to any convenient location.

Step 2b. Double-click on Wushowhide.diagcab to run it.

Step 2c. This step is important, and not at all obvious: Click the link marked Advanced. Then
uncheck the box marked “Apply repairs automatically.” Click Next. Wushowhide will run for a long,
long time. When it comes back up for air, click the link to Show Hidden Updates. You see a list like
the one in the screenshot. (See screenshot below)
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Step 2d. This first run of wushowhide lets you unhide any patches you may have hidden in the past.
Check the box next to any patches you want to install. In this case, | wanted to install the KB
3200970 cumulative update for Win10 1607- this month’s cumulative update—so | check the box.

| never want to install any drivers from Microsoft. I'll go straight to the manufacturer’s website and
even then, I'll stay skeptical. (The recent experiences with Nvidia drivers, per Neowin, should make
you skittish.) | adamantly refuse to install Microsoft’s obsolete Silverlight. Other updates may appear
out of the blue, but in general | have no problem with installing the latest Windows Defender and
Malicious Software Removal Tool, and thus check those, should they appear.

Step 2e. Click Next. You see a list marked Select the repairs you want to apply. Click Next again.
Wushowhide tells you that it's “Resolving problems.” Wait a while for it to finish and click Close.

Step 2f. Run wushowhide again, but turn the tables. Double-click on wushowhide, click the link
marked Advanced. Then uncheck the box marked “Apply repairs automatically.” Click Next.
Wushowhide will run for a long, long time. Click the link to Hide Updates. Check the boxes next to
any updates that you don’t want to install. Click Next.

Step 2g. You may see a list of “repairs you want to apply,” which means “hide these updates.” If you
see it, click Next. Wushowhide is an odd bird, with an interface reminiscent of troubleshooters in
Windows XP. If wushowhide successfully hid the upgrade/update/patch, you don’t get a confirmation
screen. You only see a “Troubleshooting has completed” dialog.

Step 3. If you set your Wi-Fi connection to metered, turn it back to not metered.

Click the Notification area icon to the right of the time, down in the taskbar. At the bottom click
Network. Then click on your current Wi-Fi connection and click Properties. (See screenshot below)
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Metered connection

If you have a limited data plan and want more control over data
usage, make this connection a metered network. Some apps might
work differently to reduce data usage when you're connected to
this network.

Set as metered connection

@ off

Scroll down to the Metered connection slider like shown in the screenshot. Slide the setting Off.

Step 4. Run Windows Update.

Finally, we're ready to install the update(s). Save everything. Click Start > Settings > Update &
security. On the left, you see Windows Update. On the right, click the box marked Check for
updates.

Note: Once you click Check for updates, you don’t have to do anything more in order to install the
update. “Check” in this case means “Install.”

Windows may take a long time to find the update, and then take forever to install the update. You'll
likely need to reboot, although you can delay the reboot using the Change the active hours link on
the right side of this panel. After the reboot, it may take forever to start again, waiting for updates to
install.



Home Update status

Updates are available.

» Cumulative Update for Windows 10 Version 1607 for x64-based Systems
(KB3200970).

Downloading updates 5%

Windows Defender

Backup

Update settings

Recovery
Available updates will be downloaded and installed automatically, except over

Activation metered connections (where charges may apply).

For developers

Step 5. You aren’t done yet. You need to re-block forced updates. If you have a Wi-Fi connection,
that’s easy: Set it to metered. If you don’t have a Wi-Fi connection but you do run Win10 Pro, there
are a couple of considerably more complex options that vary depending on which version of Win10
you have: 1507, 1511, or 1607. | cover those in my Win10Tip Block forced Windows updates. And if
you have Win10 Home with no Wi-Fi connection, you’re basically up the ol’ creek.

Bonus tip: If you have Win10 Home and no Wi-Fi, buy and use a Wi-Fi dongle.

If you can’t get a Windows 10 cumulative update to work, there are two important contact people at
Microsoft who are very interested in hearing about your problem. They have direct links to the dev
team and access to resources not available to mere mortals:

John Wink, who goes by /u/johnwinkmsft on Reddit and @johnwinkmsft on Twitter
Jen Gentleman, who is /u/jenmsft on Reddit and @JenMsft on Twitter

Every time Microsoft rolls out a cumulative update for the latest version of Win10, you can find a
thread on the Win10 Reddit that covers installation problems.
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How to reset Windows 10

1. Left-click on the Start button (Windows logo) to bring up the Start menu.

Or just hit the windows key (#) and | key and skip to step 3

Settings
9 n Camera

@ Connect

g Contact Support

P\sk me anything

2. Left-click on Settings (gear icon).

Update & security
Windows Update, recovery

backup
FaACEUD

3. Left-click on Update & security.

T Backup
L) Recovery

() Activation



4. In the left-hand column, left-click on Recovery.

Reset this PC

If your PC isn't running well, resetting it might help. This lets you
choose to keep your files or remove them, and then reinstalls
Windows.

Get started

5. In the right-hand column under Reset this PC, left-click on the Get started button.

Choose an option

Keep my files

Removes apps and settings, but keaps your personal Sles

Remove everything

Removes all of your personal files, apps, and settings

6. Onthe Choose an option page, left-click on either Keep my files or Remove everything.

o If you select Keep my files, you be prompted with a list of the apps you will need to
reinstall. Left-click on the Next button to proceed. Once you left-click on your choice
you'll come to the Ready to reset this PC screen. Left-click on Reset to proceed with
the reset.

o If you select Remove everything, you will be prompted to either Just remove my
files or Remove files and clean the drive. Once you left-click on your choice you'll
come to the Ready to reset this PC screen. Left-click on Reset to proceed with the
reset.

If you selected Remove files and clean the drive, when the reset is complete, you will need to go
through the initial Windows 10 set up. Remember that you do not have to have a Microsoft account
to complete the setup. When you get to the Who owns this PC? page,

Who owns this PC?

My work or school owns it
We'll set it up as thelrs and you'll get access to thelr stuff (network, email, apps, and more), They'll
have full control of this PC

lown it

We'll set it up as yours using a Microsoft account.

left-click on | own it and then left-click on the Next button.



On the Make it yours page, left-click on the Skip this step link down in the lower left-hand corner.

Make it yours

Your Microsoft account opens a world of be
more

Email, phone, or Skype name

Forgot my password

No account? Create one!

Skip this step

Microsoft privacy statement

This will take you to the Create an account for this PC page where you can create a local user
account. And remember that you are not required to have a password if you do not want to. Just add
a user name in the Who is going to use this PC? field and then left-click on the Next button.

Windows 7, 8, and 10: Fix Windows Update by Deleting Its Cache Manually

If you’re still having trouble after running the troubleshooter (or if you’re the type that just likes to do
things yourself), performing the same actions manually may help where the troubleshooter didn't.
We’re also going to add the extra step of booting into Safe Mode first, just to make sure that
Windows can really let go of that cache of Windows Update downloads.

Start off by booting Windows into Safe Mode. On Windows 7,restart your computer and press the
“E8” key on your computer while it boots to access the boot options menu, where you'll find a “Safe
Mode” option. On Windows 8 and 10, hold down the Shift key as you click the “Restart” option in
Windows and navigate to Troubleshoot > Advanced Options > Windows Startup Settings > Restart
> Safe Mode.

It's a little more cumbersome than it used to be on the latest versions of Windows, but it’s still
reasonably straightforward. Of course, if you want, you could also take some time to add Safe Mode
to the Windows boot menu to make it easier in the future.
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Startup Settings

Press a number to choose from the options below:

Use number keys or functions keys F1-F9.

1) Enable debugging

2) Enable boot logging

3) Enable low-resolution video

4) Enable Safe Mode

5) Enable Safe Mode with Networking

6) Enable Safe Mode with Command Prompt

When you'’ve booted into Safe Mode, the next step is to stop the Windows Update service, and the
easiest way to do that is with the Command Prompt. To launch the Command Prompt in Windows 7,
open the Start menu, search for “Command Prompt”, and launch the Command Prompt shortcut.
You'll also find it under Start > All Programs > Accessories > Command Prompt. In Windows 8 or
10, you can right-click the Start menu (or press Windows + X), choose “Command Prompt (Admin)”
and then click Yes to allow it to run with administrative privileges. (See screenshot below).

Computer Management
Cormmand Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

At the Command Prompt, type the following command and then hit Enter to stop the Windows
Update service. Go ahead and leave the Command Prompt window open.

net stop wuauserv




BN Administrator: Command Prompt — O >

Microsoft Windows [Uersion 18.8.1624@1]
Cc) 2015 Microsoft Corporation. All rights reserved.

G WINDOWS~sustemd2*net stop wuauseru
The Windows Update service is stopping.
The Windows Update service was stopped successfully.

CSUINDOUSNsystem32

Next, open a File Explorer window and navigate to C: \Windows\SoftwareDistribution.
Delete all the files in the folder. Don’t worry. There’s nothing vital here. Windows Update will
recreate what it needs the next time you run it. (See screenshot below).

| 5 | SoftwareDistribution — O x
“ Home Share View 0
= v « Windows » SoftwareDistribution v Search SoftwareDistribution P
# Ouick access Mame Date modified Type
B Desktop AuthCabs 2/29/2016 &16 PM  File folder
4 Downloads DataStore 2/29/2016 &:16 PM File folder
2 Documents DeliveryOptimization 2/29/2016 &:16 PM File folder
] Download 3/25/2016 2:46 PM File folder
| Pictures = :
PostRebootEventCache V2 3/10/2016 4:24 PM File folder
d Music 5LS 3/2/2016315PM  File folder
Screenshots | ReportingEvents 3/25/2016 256 PM  Text Document
ﬁ Videos
£# Dropbox
v £ >
Titerns 7 iterns selected =) e

Now, you’ll restart the Windows Update service. Return to the Command Prompt window, type the
following, and hit Enter:

net start wuauserv



http://www.howtogeek.com/wp-content/uploads/2016/03/stop_wu.png
http://www.howtogeek.com/wp-content/uploads/2016/03/delete_files.png

BEX Administrator: Command Prompt - O >

Microsoft Windows [Uersion 10.8.1082401
Cc» 2015 Microsoft Corporation. All rights reserved.

Cz~WINDOUS 2 ystem32>net stop wuauseru
The Windows Update service is stopping.
The Windows Update service was stopped successfully.

C=SUWINDOUS systemd2net start wuauserv
The Windows Update service is starting.
The Windows Update service was started successfully.

CoWWINDOWS s ystem325

When the service has restarted, you can close Command Prompt and restart Windows into normal
mode. Give Windows Update another try and see if your problem has been fixed.

Windows 7, 8, or 10: Download Updates Manually WSUS Offline Update
If none of the official solutions fixed your problem, we have another solution that’s worked for us in

the past. It's a third-party tool called WSUS Offline Update.

This tool will download available Windows Update packages from Microsoft and install them. Run it
once, have it download those updates and install them, and Windows Update should work normally
afterwards. This has worked in the past when the other solutions didn’t. (See screenshot below).

Download WSUS Offline Update, extract it to a folder, and run the UpdateGenerator.exe application.

Organize - Open Share with - MNew folder
¥ Eavorites Mame : Date modified Type
Bl Desktop bin 10/20/2016 1:14 PM  File folder
& Downloads client 10/20/2016 1:25 PM  File folder
= Recent Places cmd 2016 1:13 PM  File folder
doc 2016 1:13 PM  File folder
I - Libraries exclude 6 File folder
= Docurents iso 0 2016 1:13 PM  File folder
, Music log 0/ 16 1:13 PM  File folder
| Pictures sh 0 2016 1:12 PM  File folder
B2 Videos ctatic 10/20/2016 1:13 PM  File folder
uslt 10/20/2016 1:12 PM  File folder
*d, Homegroup || UpdateGenerator.au3 10/20/2016 1:12 PM AU3 File
5 UpdateGenerator 10/20/2016 1:12 PM  Application
1M Computer #F | UpdateGenerator 10/20/2016 1:26 PM  Configuration s
&‘l_i Metwork

Select the version of Windows you’re using —‘x64 Global” if you’re using a 64-bit edition or “x86
Global” if you’re using a 32-bit edition. After you do, click “Start” and WSUS Offline Update will
download updates. (See screenshot below)
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Repository info
Last download: [None]

Download Microsoft updates for...

Windows | Office | Legacy products
Windows 7/ Server 2008 R2 (w61 / wE1-x54)

%85 Global (muttiingual updates) + | x54 Global (muliiingual updates)
Windows Server 2012 (wi2-xG4)
x84 Global (multiingual updates)
l Windows 8.1/ Server 2012 R2 (wE3 / wE3-x54)
%85 Global (muttiingual updates) «64 Global (multiingual updates)
Windows 10/ Server 2016 (w100 / w100-x54)
x86 Global (muttiingual updates) x54 Global (multiingual updates)
Options
| Werify downloaded updates + | Include Service Packs

| Include C++ Runtime Libraries and .NET Framewaorks
Include Microsoft Security Essentials Include Windows Defender definitions

Create |10 image(s)...

per selected product and language per selected language, "x86-cross-product’ (desktop onhy
USHB medium
Copy updates for selected products into directory: Clean up t: ector

Only prepare 150 / USB ‘ H ; ‘ | ‘ ‘
Only create collection script Y IS TOess

Wait for the updates download. If it's a fresh install of Windows 7, there will be a lot of updates, so
this may take quite a while. It depends on the speed of your Internet connection and how fast
Microsoft’s download servers are for you.

4 WSUS Offline Update 10.8 - Downloading updates for wil-x64 glb...

Repository info
Last download: [None]

Download Microsoft updates for..
Windgas L osteal —

wil B8 Wget [23%] http://download. microsoft.com/download/F/9/4/F942F07D-F26F-4F30-B4AE3-EBD54FA.. |£|_

21 65,444 688 &.7MMs in 9.:

—18-28 13:15:17 <6.68 MBr/s> - '..-clientsdotnet/HDP46-KB3B45557-xB6—x¢
S—ENU.exe’ saved [65444688.65444688]

——2016-18-28 13:15:17— http:/sdownload.microsoft.com download 5 4-C 54C]
7AD-4CD8-8FA4—1636A3EAZBA3./MNDP46—KB3A45557-x86—x64—A1105—-DEU . e xe

Reusing existing connection to download.microsoft.com:88.

HTTF request sent, awaiting response... 208 0K

Length: 6696464 (6.4M> [application-octet—streaml]

Saving to: *..-client.dotnet NDP46-KB3045557—-x86—x64—-A1108—DEU .exe’

»1 6,696,464 7.8 s in B.f

-18-2@ 13:15:18 (7.87 MBrs> — "..rclient-dotnet-NDP46—KB3A45557—x86 —xt
S—-DEU.exe’ saved [6696464-6696464]

——2A16—-18-20 13:15:18— http: A dounload.microsoft.com download- F. 9.-4-F74;
26F-4F38-B4E3—EBDS4FABAI 77 /HDP462-KB3151800—x86—x64-A1105—ENU . exe

Reusing existing connection to download.microsoft.com:88.

HITP request sent,. awaiting response... B 0K

Length: 62008888 (57M> [applicationsoctet—-streaml

Saving to: ../ client/dotnet/HDP462-KB3151800-—x86—x64-A1105—EHU .exe’

1 13.951.841 6.5%M-s




After the updates are done downloading, open the “client” folder in the WSUS Offline folder and run

the Updatelnstaller.exe application.

K\ > Chiis b Downloads » wsusofflne » client >~ |4
Organize « Open Share with « Mew folder
< Favorites MName : Date modified Type
Bl Desktop .. bin 10/20/2016 1:14 PM  File folder
4 Downloads . emd 10/20/2016 1:12 PM  File folder
=l Recent Places \ cpp 10/20/2016 1:17 PM  File folder
.. dotnet 10/20/2016 1:16 PM  File folder
4 Libraries . exclude 10/20/2016 1:12 PM  File folder
@ Documents i md 10/20/2016 1:25 PM  File folder
o Music . opt 10/20/2016 1:12 PM  File folder
[E] Pictures . software 10/20/2016 1:12 PM  File folder
B Videos | static 10/20/2016 1:13 PM  File folder
L. whl-xhd 10/20/2016 1:18 PM  File folder
*&) Homegroup L win 10/20/2016 1:17 PM  File folder
| owsus 10/20/2016 1:14 PM  File folder
L=l Computer i | Autorun 10/20/20161:12 PM  Setup Informati
| builddate 10/20/2016 1:25 PM Text Document
’rj Metwork Update 10/20/20161:12 PM Windows Com
|| Updatelnstaller.au3 10/20/2016 1:12 PM AU3 File
|Jr:’ Updatelnstaller 10/20/2016 1:12 PM  Application

4 | Updatelnstaller

10/20/2016 1:12 PM

Configuration s

Click “Start” to install the downloaded updates. After the tool finishes installing the updates,

Windows Update should work normally again.

"3 WSUS Offline Update 10.8 -

Select desired options and click "Start

Updating

Medium info
Build: 10/20/2018

te install missing Micreseft updates on your computer.

Installation
Update C++ Runtime Libraries
Install .MET Framework 3.5

[“]nstall MET Framework 4.6.2

Install Kicrosoft Security Essentials

Control
Verify installation packages
|:| Shut down on completion

|:| Install Micresoft Silverlight
Install PowerShell 2.0
Install Management Framework 5.0

|:| Update Remote Desktop Client

|:| Automatic reboot and recall
|:| Show log file

This should hopefully become a bit easier in the future. In October 2016, Microsoft announced that it
was making changes to the way Windows 7 and 8.1 are “serviced”, or updated. Microsoft plans to
release fewer small updates and more bundles of large updates. It will also begin combining
previous updates into a monthly update rollup. This will mean fewer individual updates to install, and
updating newly installed Windows 7 systems should become faster over time.
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Wi-Fi frequency, Wi-Fi Channel width, and wireless spectrum
May 6, 2014 by Learn Tomato

WiFi is a fascinating technology. It’s also one of those amenities like water and electricity —you just
want it to work so you can flip a switch and enjoy the magic! The fact is, there are several things that
can affect your Wi-Fi performance, such as:

Interference and obstructions
Wireless frequency
Frequency channel

Channel width

Wireless spectrum

Transmit Power

Antenna gain

Signal polarity

Several things contribute to the overall performance of the network and If your WiFi is having issues
it is often a symptom of interference that can be fixed with some minor tweaks.

Wireless routers have radio transmitters built-in. In a Wireless LAN (WLAN) environment, a signal is
broadcast from a radio transmitter and is received by a client device. Corresponding TCP/IP packets
are sent back to the transmitter where they are routed either inside or outside of the network.

In order to receive the broadcast and communicate with the transmitter, the client device must have
a Network Interface Controller (NIC) capable of speaking the same language. When | say, “the
same language” I'm referring to the same signal frequency and the same wireless spectrum.

What is a Wireless Spectrum?

Most wireless products use the following Wi-Fi spectrums: 802.11a, 802.11b, 802.11g, 802.11n,
802.11ac. These Wi-Fi spectra are established by The Institute of Electrical and Electronics
Engineers, a non-profit organization also known as the IEEE. This is why you'll often see “IEEE
801.11a/b/g/n” on retail boxes for wireless devices, routers, etc.

Year  Spectrum Wireless Speed Band
1999 802.11a '54Mbps 5GHz
1999 80211b  11Mbps 24GHz.
2003 802.11g '54Mbps '2.4GHz
2009 802.11n '300Mbpsl 900Mbps 2.4/5GHz
2012 (draft) 802.11ac '500Mbps (perch)  2.4/5GHz

Wireless Spectrum

Contrary to the marketing hype, Wi-Fi spectrum is not based on speed alone. The frequency band is
equally important. In fact, each frequency band has its own advantages and disadvantages.

What is a Wi-Fi frequency band?

There are basically two frequency bands used for Wi-Fi technology, 2.4GHz and 5GHz. The 2.4GHz
has been around longer. It’s also an unregulated frequency. Therefore, vendors can manufacture
2.4GHz devices less expensively than regulated spectrum like the 5GHz band. The downside to this
“‘unregulated” band is that manufacturers use it for everything: cordless phones, baby monitors,
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microwaves, garage door openers, etc. 5GHz is a regulated frequency which costs manufacturers
more to produce.

The 2.4GHz band offers better range. It handles obstacles better than 5.0GHz. However, 5GHz
offers much faster throughput for maximum performance. It just doesn’t handle obstructions and
channel noise quite as well. However, keep in mind that because there are more 2.4GHz wireless
networks, the frequency channels can become crowded in some areas.

Interference and obstructions greatly affect the range and quality of a wireless signal. Interference
often comes from noise created by other wireless routers, cordless phones, baby monitors, etc.
Obstructions are physical obstacles like walls and trees or large metal objects such as a refrigerator.

Remember this when troubleshooting because it may not be just one thing causing problems. It
could be that there are too many devices using the same frequency. It could also be multiple
obstacles, inadequate antenna gain, or a little of everything.

Microwave

Refrigerator Oven

Neighbors
Wireless
Router

Cordless
Phone

Frequency Interference
What is Wi-Fi channel frequency?

The 2.4GHz and 5GHz frequencies each have their own set of channels. You can usually choose
“auto” or manually set channels within your router. Crowded channels produce low quality signals
that lead to instability and intermittent connectivity problems. You can often increase signal quality
by changing the channel. So, what is the “best” channel?

In the following image, I’'m using a software called inSSIDer (developed by MetaGeek.net) to survey
the wireless broadcasts in the area. As you can see, the 2.4GHz frequency offers 11 channels to
choose from, most of which are already in use by several neighbors nearby.

A closer look reveals that some wireless SSID’s are using two “channels” and those that do, have
higher “max rates” than the other networks. This dual channel scenario is known as “channel
bonding.” Channel bonding bonds two channels together by increasing the channel width.
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Channel Width
What is Wi-Fi channel width?

Channel width basically controls how broad the signal is for transferring data. Think of it like a
highway. The wider the road, the more traffic (data) can pass through. On the other hand, the more
cars (routers) you have on the road, the more congested the traffic becomes.

By increasing the channel width, we can increase the speed and throughput of a wireless broadcast.
By default, the 2.4 GHz frequency uses a 20 MHz channel width. A 20MHz channel width is wide
enough to span one channel. A 40 MHz channel width bonds two 20 MHz channels together,
forming a 40 MHz channel width; therefore, it allows for greater speed and faster transfer rates.

Obviously, two channels are better than one, right? In theory, yes. But not if those channels are
crowded with noise and interference. In crowded areas with a lot of frequency noise and
interference, a single 20MHz channel will be more stable. 40MHz channel width allows for greater
speed and faster transfer rates but it doesn’t perform as well in crowded areas.

However, noise and interference is not always the issue. Sometimes it’s the distance. If greater
distance is the primary objective, my preference is the 2.4GHz band.

If you discover that all of your neighbors are using the 2.4GHz band and your wireless performance
is unreliable, first try changing the channel. Channels 1,6,11 are preferable for the 2.4Ghz band.



~ 24GHzBand = 5GHz Band
1-2412 136-5.180
2-2.417 40-5.20
3-2422 44 -5.220
4-2427 48 -5.240
5-2.432 52 -5.260
6-2.437 56 - 5.280
7-2.442 60 - 5.300
8-2.447 64 -5.320
9-2.452 149 -5.745
10 - 2.457 153 - 5.765
11-2.462 157 -5.785
161 - 5.805
165 - 5.825

Frequency Channels

If after changing the channel, your connection is still unreliable, you may find it beneficial to “get
away from the crowd” and use the 5GHz band. In the following image (still using the inSSIDer
software from MetaGeek.net) you’ll see that on the 5GHz band I'm all alone. There are no other
wireless SSID’s in the area.

Therefore, even if 5GHz isn’t as strong at penetrating obstacles, the link quality is excellent because
I’'m the only one broadcasting on this frequency. This is like traveling on an open highway that no
one else is using.
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5GHz band

For most situations, the 5GHz band provides a more reliable connection. Not to mention that | had
25 neighbors trying to share a handful of preferred channels on the 2.4GHz band. Granted, the
range is not quite as far with 5GHz but it is acceptable throughout the entire building.

Before you rush out and buy a new router, consider this: (1) It may not be necessary, and (2) If it is
necessary, make sure you've got everything you need.

First and foremost, it may not be necessary. If my area was not so crowded, | would have preferred
to stick with my 802.11n, 2.4GHz, 40MHz channel width for a nice blend of both impressive speed,
and maximum distance. Unfortunately, with so many access points nearby, changing the channel on
my 2.4GHz band only helped temporarily. It worked like a charm until someone’s router hopped onto
the same channel. When that happened, their broadcast created enough noise to disrupt
communication between the router and the wireless card on my laptop. Bye-bye Internet connection.

In addition to that, | would be better off choosing the 20Mhz channel width to decrease the amount
of interference incurred by other devices. 40Mhz is best used with 5Ghz bands or uncrowded
2.4GHz bands.

In crowded areas, it can be a “battle of air space” to stabilize your network. In addition to changing
channels, sometimes you can achieve more wireless stability by increasing the transmit power of
your wireless broadcast. By increasing the transmit power, you are essentially increasing the
voltage to the broadcast transmitter and ultimately “squelch” the neighboring broadcast with your
own broadcast. Not all routers have this ability from the factory. In fact, this is one reason people
often install custom firmware (like Tomato and DD-WRT) onto their router.



Secondly, if the upgrade is necessary, make sure you've got the right stuff. In order to send and
receive data packets on the 5GHz band, you’ll need two things: (1) a router capable of broadcasting
5GHz signal, and (2) a 5GHz wireless network card installed on your client computer.

These days, most smart phones and tablets have dual band Wi-Fi so they can connect wirelessly to
either band. However, older laptops may only have 2.4GHz Wireless cards. So, even if you're
broadcasting a 5GHz signal, your laptop won’t be able to connect. The remedy? Buy a 5GHz
Wireless USB adapter or replace the laptop’s single band wireless card with a dual band wireless
card (one capable of handling both frequencies).

How to Fix “Windows 10 Can’t Connect to This Network”?
Solution 1 — Uninstall your network adapter

If you can’t connect to wireless network on Windows 10, perhaps the problem is your wireless
adapter, and it's advised that you uninstall its drivers and allow Windows 10 to install them again. To
do that, follow these steps:

1. Press Windows Key + X and choose Device Manager from the list.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out >

Desktop

2. When Device Manager starts, locate your network adapter and right click it.
3. Choose Uninstall. If asked, check “Delete the driver software for this device” and click OK.

Update Driver Software...
Disable
Uninstall

Scan for hardware changes

Properties
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4. After the driver, has been uninstalled, restart your computer and Windows 10 will
automatically install the new driver.

Solution 2 — Update your network adapter drivers

Sometimes issues with wireless network are caused by outdated driver, and to fix “Windows 10 can’t
connect to network” error you'll have to download the latest drivers for your network adapter. To do
this you’ll need a computer or any other device with working internet connection. You go to the
website of your network adapter manufacturer and download the latest adapter drivers.

Solution 3 — Change channel width for your network adapter
“Windows 10 can’t connect to this network” message sometimes appears if the channel width of your
wireless adapter isn’t set properly. To change the channel width, do the following:
1. In Windows 8.1 and Windows 10 you can right-click the network icon, on the right side of the
taskbar, then click or tap on "Open Network and Sharing Center".
Troubleshoot problems

Open Network and Sharing Center

ua AV

~ t =
) B NG onrs

The other way is to go to "Control Panel -> Network and Internet -> Network and Sharing Center".
This works in all versions of Windows.

2. When the Network and sharing center opens, click Change adapter settings.

%* Network and Sharing Center
<« v A L8 « Network and Inter... > Network and Sharing Center v

View your basic network information
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network
settings Public network

Change your networking settings

‘ﬁ. Set up a new connection or network

Set up a broadband, dial-up, or VPN co

[= Troubleshoot problems

Diagnose and repair network problems,

3. Locate your wireless adapter and right click it. Choose Properties from the menu.



® Disable

Status

Diagnose
Bridge Connections

Create Shortcut

Delete

Rename

Properties

e &

4. When Properties window opens, navigate to Advanced tab.

5. Select the 802.11 channel width and change the value. Some users have reported that
changing the value to 20 MHz has fixed the issue for them, but you might have to use a
different value.

6. Click OKto save the changes.

Solution 4 — Disable IPv6 on your computer and router

To solve “Windows 10 can’t connect to this network” error, sometimes you have to disable IPv6
network protocol. This do this in Windows 10, follow these steps:

1. Open Network and Sharing Center.
2. Find the Connections section and click your current connection.
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s* Network and Sharing Center

<« v A Ef <« Network and Inter... > Network and Sharing Center v O Search Control Panel el

Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections

View your active networks

Network Access type: Internet
Public network Connections: U Ethernet

Change your networking settings

& Set up a new connection or network
" Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
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3. Connection status window will open. Click the Properties button.

Duration: 01:49:40
Speed: 100.0 Mbps
Details...
Activity
Sent — &,! ——  Received
i
Bytes: 952,764,667 | 9,020,055,695

& pisable Diagnose

Close

4. Find Internet Protocol Version 6 (TCP /IPv6) and uncheck it.

This connection uses the following items:

4=} QoS Packet Scheduler A

«&. [ntemet Protocol Version 4 (TCP/IPv4)

«&. Link-Layer Topology Discovery Mapper |/O Driver

4. Microsoft Network Adapter Multiplexor Protocol

~&. Microsoft LLDP Protocol Driver

o Itemet Protocol Version 6 (TCP/IPv) |

4. Link-Layer Topology Discovery Responder v
>

"KOKORKK

Install... ‘ Uninstall Properties

Description

TCP/IP version 6. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

OK || Cancel

5. Click OK button to save the changes.
6. Restart your computer to apply the changes.

If the problem persists, you might have to disable IPv6 on your router. Disabling IPv6 on your router
is a complicated process, and it’s different for every type of router, so before you do that, check your
router’s instruction manual.


http://cdn.windowsreport.com/wp-content/uploads/2016/03/disable-ipv6.jpg

Solution 5 — Make sure that your adapter and router use the same security type.

To protect your data, wireless connections come with certain security types such as WPA2-PSK
(AES) or WPA-PSK (AES). If your network connection is to work properly, your router and computer
need to use the same security type. You can set the security type for your router by following the
instructions from your router’s instruction manual.

After you've set a specific security type on your router, you need to check if the same security type
is being used on your computer as well. To do that, you need to follow these steps:

1. Open Network and Sharing Center and click Manage wireless networks.

2. Find your wireless network, right click it and choose Properties.

3. Go to the Security tab, find the Security type section and select the same security type your
router is using. You might have to go thru several security types before you find the right one.

4. Click OK to save your changes.

Solution 6 — Add the connection manually

1. Open Network and Sharing Center.

2. Click Set up a new connection or network.

3. Choose Manually connect to a wireless network and click Next.

4. Enter the requested information such as network name, security key and security type.
5. Click Next to finish the process.

After you've created a new network connection, everything should be working without any problems.
If the issue persists, try changing the security type of your new network.

Solution 7 — Change the wireless network mode

You can change the wireless network mode for your router and your wireless adapter, and to make
your network work properly, your router and network adapter need to use the same or similar
network mode. If you want to change the network mode of your router, you’ll need to check the
instruction manual, but in most cases it won’t be necessary to change the wireless network mode on
your router. To change the network mode on your computer, follow these steps:

1. Open Network and Sharing Center.
2. Click Change adapter settings, locate your wireless network adapter, right click it and
choose Properties from the menu.



3. When the Properties window opens, click the Configure button.

[E] Wi-Fi Properties
Metworking  Sharing

®  Connect using:
ﬂ Intel(R) Wirgless-N 7260

N | S

—-*( Configure...

This connection uses the following tems:

Lea Client for Microsoft Metworks A

.@ File: and Printer Sharing for Microsoft Networks
=1 0105 Packet Scheduler

- |ntemet Protocal Version 4 (TCP/IPv4)

i Link-Layer Topology Discovery Mapper 140 Driver
[ -a Microsoft Metwors Adapter Muttiplexor Protocol

-4 Microsaft LLDP Protocol Driver v
£ >
Install... Uninstall Properties
Description
Allows your computer to access resources on @ Microsoft
network.

QK Cancel
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4. Go to the Advanced tab and from the list select Wireless mode.

Intel(R) Wireless-M 7260 Properties >

General Oriver Details Ewvents Power Management

The following properties are available for this netwark: adapter. Click
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HT Mode
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2 802 11g
3. 802 11b/g

QK Cancel

5. Now change the value of Wireless mode so it matches the value of Wireless mode on your
router. In most cases 802.11b (or 802.11g) should work, but if it doesn’t, try experimenting

with other options.

Solution 8 — Forget the wireless connection

If you’re having “Windows 10 can’t connect to this network” error, you might want to “forget” your
wireless connection in order to fix this problem. To forget wireless network on Windows 10, do the

following:
1. Open Settings App and go to Network & Internet.
2. Go to Wi-Fi section and click on Manage Wi-Fi settings.
3. Scroll down to the Manage known networks, select your Wireless network and click Forget.
4. After you've done that, connect to the same wireless network again.

Solution 9 — Disable and enable your wireless connection

To fix the “Windows 10 can’t connect to this network” error, sometimes you just need to disable your
connection and enable it again. To do that, follow these steps:

1. Open Network and Sharing Center.
2. Click Change adapter settings.
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3. Locate your wireless connection, right click it and choose Disable.

{ & Disable
Status

Diagnose
Bridge Connections

%

Create Shortcut
& Delete
%

Rename

& Properties
4. Right click the same connection again and choose Enable.

Solution 10 - Install the driver manually

Sometimes the “Windows 10 can’t connect to this network” error is caused by a bad driver, and you
might have to manually install the driver to fix this error. To do that, follow these steps:

1. Open Device Manager and find your network adapter.
2. Right click it and choose Update Driver Software.

F

Update Driver Software...
Disable

¢ Uninstall

/

d Scan for hardware changes
Properties

3. Click Browse my computer for driver software.

How do you want to search for driver software?

—> Search automatically for updated driver software

Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

— Browse my computer for driver software
Locate and install driver software manually.
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4. Now click on Let me pick from a list of device drivers on my computer.

Browse for driver software on your computer

Search for driver software in this location:

| C:\Users\Admin\Documents| v Browse...

Include subfolders

—> Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

5. Make sure that Show compatible hardware is not checked.

€ [l Update Driver Software - NVIDIA nForce Networking Controller
Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Next. If you have a
@ disk that contains the driver you want to install, click Have Disk.

[[] Show compatible hardware

Manufacturer || Model

Netopia, Inc. 5 NVIDIA nForce Networking Controller Version: 6.2.0.127 [10/6/
NetweeN I NVIDIA nForce Networking Controller Version: 7.3.1.7336 [2/2:
Narln- Y

< > < >

[Z] This driver is digitally signed. Have Disk...

Tell me why driver signing is important

Goner | |

6. Find your network adapter manufacturer and select the driver you wish to install.
7. After you've installed the driver, restart your computer.

Solution 11 — Use ipconfig /release command

If the “Windows 10 can’t connect to this network” message is preventing you from accessing
internet, you can try to fix it by using the Command Prompt. To do that, follow these steps:
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1. Press Windows Key + X and from the list choose Command Prompt (Admin).

Programs and Features

Power Options {
Event Viewer

System

Device Manager

Network Connections

Disk Management

Computer Management

Command Prompt

Command Prompt (Admin) |

Task Manager
Control Panel
File Explorer |
Search |

Run

i
Shut down or sign out 3 l
Desktop =

2. When Command Prompt starts, enter the following lines and after each line press Enter:

o ipconfig /release
o ipconfig /renew

3. Close Command Prompt and try to connect to the network again.

Solution 12 — Change your network adapter

If nothing else works, maybe you should change your network adapter. Certain USB WiFi adapters
aren’t compatible with Windows 10, and if that’s the case, you might have to replace your current
adapter with a newer model.

Fix — Windows 10 can’t connect to this network after upgrade

Solution 1 — Use Command Prompt

Some users are reporting that they are getting “Windows 10 can’t connect to this network” message
after upgrade, and if you are having the same problem, you might want to try the following solution:

Open Command Prompt as administrator.
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When Command Prompt starts, type the following and press Enter to run.
e reg delete HKCR\CLSID\{988248f3-alad-49bf-9170-676cbbc36ba3} /va /f

Administrator: Command Prompt = (] X

Microsoft Windows [Version 10.0.10240]
(c) 2015 Microsoft Corporation. All rights reserved.

C:\Windows\system32>reg delete HKCR\CLSID\{988248f3-alad-49bf-9170-676cbbc36ba3} /va /

1. Now enter the following line and press Enter to run it:

enetcfg -v -u dni_dne

Administrator: Command Prompt . o X

ft Windows [Version 10.0.10240]
S Microsoft Corporation. All rights reserved.

C:\Windows\system32>netcfg -v -u dni_dne_

2. Close Command Prompt and restart your computer.

Solution 2 — Uninstall ESET Smart Security / antivirus software

“‘Windows 10 can’t connect to this network” error can be caused by your antivirus, and users have
reported that ESET Smart Security is associated with this error. Users indicate, sometimes their
Ethernet card might not be detected, so you’ll have to uninstall ESET Smart Security. To do that,
follow these steps:

1. Open Settings and choose System.
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2. Goto Apps & features section.

L2 Settings = O X

ﬁS SYSTEM | Find a setting

Display Apps & features

Notifications & actions s - I S
Manage optional features

Apps & features Search, sort, and filter by drive. If you would like to uninstall or
move an app, select it from the list.

Multitasking | Type an app hame... y |

Tablet mode | £ Sort by size |

Power & sleep \ E,'i Show apps on all drives ’

Storage Skype™ 7.18 _ 79.9 MB
Skype Technologies S.A. 2/14/2016
p s sn——
Offline maps i .
Microsoft Messaging 50.6 MB
Microsoft Corporation 2/14/2016
Default apps —
U Wunderlist 48.0 MB
About 6 Wunderkinder GmbH 2/14/2016
P
H Mail and Calendar 26.2 MB

3. Locate your ESET Smart Security software and click Uninstall.
4. Restart your computer.

If you don’t use ESET Smart Security, you might want to uninstall the antivirus software that you'’re
currently using. Users have reported that other antivirus software such as BitDefender or Comodo
firewall can also cause this issue. If your network connection starts working, you can install your
antivirus software again. We also need to mention that some users suggest that you must uninstall
your Ethernet driver as well, to fix this issue.

Solution 3 = Check if IPv4 and IPv6 protocols are enabled

In some cases |Pv4 and IPv6 protocols might get disabled after upgrade, and that can cause
“Windows 10 can'’t connect to this network” error. To fix this issue, you need to do the following:

Open Network and Sharing Center.

Click Change adapter settings.

Find your adapter, right click it and choose Properties.

Make sure that IPv4 and IPv6 protocols are enabled.

Click OK and check if the issue has been resolved.

If the issue persists, repeat all the steps but this time enable all items in Properties window.

ok wnNE

Fix Windows 10 can’t connect to this network, enter an APN and try again

Solution — Enter new Internet APN

In most cases Internet APN is automatically set on your phone, but if for some reason your mobile
data connection isn’t working, you might need to contact your mobile provider and ask it for APN
information.
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To add APN on your phone, do the following:
1. Tap on Mobile network + SIM settings.
2. Choose SIM settings > Add Internet APN.
3. Now you’ll need to enter APN information.
4. After you're done, click on Save.

Like we said, you might have to contact your mobile provider to get your APN information, or you
can search for it online from a different device.

Fix Windows 10 can’t connect to this network and WEP problems
Solution — Create connection manually

We have already covered how to create a wireless connection manually in this article, but to
connect to a network that uses WEP security, you have to set Security type to WEP for your new
connection. We should also mention that WEP security type isn’t the safest, and it's advised that
you switch to WPAZ2 security type. To do that, you’ll have to change Security type in your router and
on your computer.

Fix Windows 10 can’t connect to this network after waking from Sleep

Solution 1 — Disable IPv6 / Change Power Management settings

We have already described how to disable IPv6 in this article, but if you’re getting “Windows 10 can’t
connect to this network” message after your computer wakes up from Sleep Mode, you need to
check the Power Management settings for your adapter. To do that, follow these steps:

1. Open Device Manager and navigate to the Network Adapters section.
2. Locate your wireless adapter and right click it. Choose Properties from the menu.
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3. Navigate to the Power Management tab.
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4. Uncheck Allow the computer to turn off this device to save power and save the changes

NVIDIA nForce Networking Controller Properties X

General Advanced Driver Details
Events Resources Power Management

faz] NVIDIA nForce Networking Controller
e

[] Allow the computer to tum off this device to save power

Allow this device to wake the computer

nfy allow a magic packet to wake the computer

s

If you use USB network adapter, you’ll have to repeat this step for all USB devices in Device
Manager.

Solution 2 — Change Power Options
1. Press Windows Key + S and type Power Options. Choose Power Options from the list.

Best match s ‘

\ i Power Options
" Control panel

Power & sleep settings il

System settings ¥
Settings >
3% Windows Mobility Center n

58 Search my stuff

power options |


http://windowsreport.com/windows-10-doesnt-recognize-usb/
http://cdn.windowsreport.com/wp-content/uploads/2016/03/power-management.jpg
http://cdn.windowsreport.com/wp-content/uploads/2016/02/power-options-1.jpg

2. When Power Options window opens, find your selected power plan and click the Change
plan settings.

3@ Power Options == O X

& = v 1 3 « Hardwareand Sound > Power Options v O Search Control Panel P

Control Panel Home 3
Choose or customize a power plan

Require a password on wakeup A power plan is a collection of hardware and system settings (like display brightness, sleep,

etc.) that manages how your computer uses power. Tell me more about power plans
Choose what the power button

does Preferred plans

Create a power plan @ Balanced (recommended) Change plan settings
[ Choose when to turn off the Automatically balances performance with energy consumption on capable

display hardware.

% Change when the computer :
sleeps (O Power saver Change plan settings

Saves energy by reducing your computer's performance where possible.

Hide additional plans

(O High performance Change plan settings
Favors performance, but may use more energy.

See also
Personalization

User Accounts

3. Now click Change advanced power settings.
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4. Navigate through the list and go to Wireless Adapter Settings > Power Saving Mode.



5. Change its Setting to Maximum Performance and save the changes.
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If this solution doesn’t work, you can also try changing your power plan to High Performance. To do
that, follow these steps:

1. Open Power Options.
2. Select High performance power plan.
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Solution 3 — Turn off Connect to WiFi hotspots

If you're getting “Windows 10 can’t connect to this network” message after waking from Sleep Mode,
you might want to disable few Wi-Fi settings. To do that, follow these steps:

1. Open Settings and go to Network & Internet.

2. Go to Wi-Fi and click on Manage Wi-Fi settings.

3. Make sure that “Connect to Wi-Fi hotspots” and “Send information about Wi-Fi
connections to help discover nearby Wi-Fi” are turned off.

Solution 4 — Disable/enable your network connection, turn on/off Airplane mode

To properly fix “Windows 10 can’t connect to this network” error, you need to first disable and enable
your network connection. Then turn Airplane mode on and off, to see if this will correct the problem.

Fix — Windows 10 can’t connect to this network after password change

Solution — Forget your network, delete your network from Preferred networks
list, check your security type

If you’ve recently changed your password for wireless network and now you’re getting “Windows 10
can’t connect to this network” message, you can “forget” your network. In addition, you need to
check if your security type on your computer matches the security type on your router..

To delete your network from the Preferred networks list, do the following:

Open Network and Sharing Center. Choose Change adapter settings.

Locate your wireless adapter and right click it. Choose Properties from the menu.
Click the Configure button and go to Wireless Networks tab.

Delete your network from the Preferred networks list.

Save the changes.
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